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1.
1.1

Preface

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

1.2 Documentation Accessibility

1.3

1.4

1.5

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction

e  Configuration / Installation of pre-requisite software’s

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.2.0.0.0, refer to the following
documents:

e Oracle Banking Digital Experience Licensing Guide
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Introduction

2. Introduction

This guide helps you to do the pre-requisite setup required before the execution of OBDX 18.2.0.0.0
Installer.

More details about each task are explained in detail in following sections.

2.1 Software List

Software Name Version Mandatory
Software

Operating System ORACLE LINUX 7.x Y

Oracle Database 12.2.0.1.0 Y

Oracle Java Development Kit 1.8.0_172 Y

Oracle Weblogic Infrastructure 12.2.1.3.0 Y

Oracle HTTP Server 12.2.1.3.0 Y

Oracle Identity and Access 12.2.1.3.0 N*

Management Suite (IAM)

LDAP (OUD) 12.2.1.3.0 N*
Oracle Business Intelligence 12.2.1.3.0 N**
Publisher

IBCS 18.1.1 N**x
Python 2.7.5 Y
Python Package: cx_Oracle 5.2.1 Y
Python Package: urwid 131 Y
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Software Name Version Mandatory
Software
Oracle Client 12.2.0.1 Y

* Required if OBDX Native Authentication is not used and OAM is
managing Authentication

** Required if Integration with Oracle Business Intelligence Publisher is needed.
*** Required if OBDX Chat bot Banking Features are used.

2.2 Pre-requisite software installation for OBDX Installer

Below steps assume Python 2.7.5 and Oracle Instant client is installed and available on server.
You can verify the Python and Oracle client version by executing the command as shown below:

Note: Below steps require root login on server where OBDX software pre-requisite are performed
(i.e. Server which host Oracle Weblogic)

cx_Oracle
Step 1: Download cx_Oracle from Python packages website.

Note: Kindly ensure correct rpm package is downloaded as per Python (2.7.5) and Oracle database
(12c) version.

For .e.g.: cx_Oracle-5.2.1-12c-py27-1.x86_64.rpm for Python 2.7.5 and Oracle 12c

Step 2: Login as root onto the server and install the cx_Oracle rpm package (downloaded in earlier
section).

For e.g.: We can use below command for installation
# rpm —ivh cx_Oracle-5.2.1-12c-py27-1.x86_64.rpm

Urwid
Step 1: Download Urwid from Urwid (or urwid.org) website.
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Note: Support version for Urwid is 1.3.1 (urwid-1.3.1.tar.gz)

Step 2: Extract the tar file as shown below

Step 3: Browse into the extracted directory and run below command

# python setup.py build_py

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should
be done using Python 2.7.5.

Step 4: Execute below command to perform Urwid installation

# python setup.py install

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should
be done using Python 2.7.5.

Home
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3.1

3.11

3.12

Installing and Configuring Weblogic Infrastructure 12c

Installing and Configuring Weblogic Infrastructure 12c

This chapter describes the steps for installing the Weblogic Infrastructureversion 12.2.1.3.0:

e Section 3.1, "Installing Stand-alone Weblogic"

Installing Stand-alone Weblogic Infrastructure

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise Edition (Java
EE) application server. The WebLogic Server infrastructure supports the deployment of many types
of distributed applications

This chapter describes the installation tasks which contains the following sections:
e Section 3.1.1, "Pre-requisite - Installing Java 1.8"

e Section 3.1.2, "Installing Weblogic Infrastructure”

e  Section 3.1.3, "Verifying the Installation”

Pre-requisite - Installing Java 1.8

e  Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-8ul72-linux-
x64.tar.gz file to a directory.

e Change the directory in which you want to install,
cd <Directory_Path>

e  Unpack the tarball and install Java using the following command:
tar zxvf <Path>/ jdk-8ul72-linux-x64.tar.qz

Note: You must enter the absolute path of the folder where the TAR file is located.

¢ Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_Install_Path>/jdk1.8.0_172
export PATH=$JAVA_HOME/bin:$PATH

Installing Weblogic

e  Obtain Weblogic Infrastructure 12.2.1.3.0 zip from the Oracle Fusion Middleware Downloads.
Extract the downloaded zip to get fmw_12.2.1.3.0_infrastructure.jar file to a directory.

¢ Now to start the installer, go to the directory where you have extracted the jar file.
e  Start the installer from the same directory using the below command:

java —jar <Path>/fmw_12.2.1.3.0_infrastructure.jar

Note: You must enter the absolute path of the folder where the JAR file is located.

If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and maintains
inventory data for each Oracle product that is installed on this system.
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Installing and Configuring Weblogic Infrastructure 12c

Installation Inventory Setup Screen

E Cracle Fusion Middleware 12c Infrastructure Installation _ 0 %
Installation Inventory Setup ORACLE ‘ )
FUSION MIDDLEWARE

Central Invertory Directory

Enterthe Central inventory directory for all vour oracle installations. The installer will create a new
central inventory directory if it does not exist,

Inventory Directory: |,.fhc|mEfdevnps,fnralnventnr\,r

Enter the full path for the directary.

Browse

Operating System Group . |devops
Specify a group with write permission to the inventory
directory

Central Inventory Fointer File

Click OK.to create a script {createCentrallnventory.sh) in the inventory directory. Fun this script to
create a pointer file, which is used to identity the location of the central inventory for future

installations and administrative operations, such as patching and upgrade.

Help QK Cancel

Specify the Oracle inventory directory and group permissions for that directory. The group must
have write permissions to the Oracle inventory directory.

Click OK to continue.
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Installing and Configuring Weblogic Infrastructure 12c

Welcome Screen

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8 —

Context-sensitive anline help is available from the Help button.

oRrACLE
Welcome e e
FUSION MIDDLEWARE
\I_- Welcome I
i . )
¢ Auto Updates Welcome to the Oracle Fusion Middleware 12¢c (12.2.1.3.0) Infrastructure Installer.
+ Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
i Infrastructure software. You can then install additional Fusion Middleware products that require the
¥ Installation Type Infrastructure into the Qracle home, or you can wuse the Infrastructure 1o configure a WebLogic
| - Server domain for the deployment of Java and Oracle ADF applications.
¥ Prerequisite Checks
| . For more information, see |nstall, Patch, and Upgrade inthe Oracle Fusion Middleware
Installation Summary } )
T documentation library.
T Installation Progress
|

Installation Complete

Copyright ® 1996, 2017, Oracle and for its affiliates. All rights reserved.

Help Next = Cancel

The Welcome screen is displayed each time you start the installer.

Click Next to continue.
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Auto Updates Screen

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

Auto Updates _ORACLE i j‘
FUSION MIDDLEWARE

Welcome !

#|Skip Auto Updat
Auto Updates e cae

Installation Location Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates
Installation Summary

Installation Progress

(——C——€——€——€—€—E<¢

Installation Complete

Help < Back Next = Cancel
—_—

Select “Skip Auto Updates” option and click Next to continue. (Kindly follow recommended practices
regarding updates depending on the setup requirements or usage.)
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Specify Installation Location Screen

E Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 3 of 8

Installation Location _ORACLE i )‘
FUSION MIDDLEWARE

“
¥ Welcome " Oracle Home:

|
Auto Updates
\r'

fhome/devops/Oracle/Middleware /Oracle_Home - Erowse

Installation Location
Feature Sets Installed At Selected Oracle Home: | View

Installation Type

T
L
|
T
Prerequisite Checks
T
Installation Summa
T
T Installation Progress
|

Installation Complete

Oracle Home may only contain alphanumeric, underscore (), hyphen {-) or dot(.) characters and it must
begin with an alphanumeric character.

Help < Back MNext = Cancel
[ |

Specify the following installation locations:
e Oracle Middleware Home
This is the absolute path to the directory where the WebLogic Server will be installed.

Click Next to continue.
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Specify Installation Type Screen

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 8 — O *
; ORACLE
Installation Type -
FUSION MIDDLEWARE
¥ Welcome :
| Fusion Middleware Infrastructure With Examples
w  Auto Updates
¥ P
| ) .
w Installation Location
T %) Fusion Middleware Infrastructure
e Installation Type
| -
¥ Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.3.0 =
|
¥ Installation Summary B Core Server
i ) Core Application Server 12.2.1.3.0
¥ Iws el S E MR RS Coherence Product Files 12.2.1.3.0
J; Installation Complete Web 2.0 HTTP Pub-5ub Server 12.2.1.3.0
Weblogic SCA 12.2.1.3.0
WeblLaogic Client Jars 12.2.1.3.0
= Administrative Tools
- ; . . s
Administration Console Additional Language Help Files 12.2.1.3.0 %
CIEWLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
= Database Support
Third party |DEC Drivers 12.2.1.3.0
WeblLogic Evaluation Database 12.2.1.3.0
[zl Open Source Companents
Fusion Middleware Maven Support 12.2.1.3.0
[z JRF and Enterprise Manager
WLS for FMW 12.2.1.3.0
= Oracle Automatic Diagnostic Repository Featurs Set Group v|
a = >
Help = Back Mext = Cancel

Following are the installation types:
¢ Fusion Middleware Infrastructure with Examples
e Fusion Middleware Infrastructure

Select Fusion Middleware Infrastructure and Click Next to continue.

Installer Pre-Requisite Setup Guide 14




Installing and Configuring Weblogic Infrastructure 12c

Prerequisite Checks Screen

Prerequisite Checks 'DR—ACLE
FUSION MIDDLEWARE
Welcome

Auto Updates 100% |

Installation Location

o Checking operating system certification
Installation Type

W Checking Java version used to launch the installer

L S e

FPrerequis ite Checks

Security Updates

nstallation Summary
Installation Progress

Installation Complete

| View Successful Tasks View Log

-4 Checking operating system certification

Checking Java version used to launch the installer

Help < Back Mext = Cancel

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

Click Next to continue.
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Installing and Configuring Weblogic Infrastructure 12c

Installation Summary Screen

Installation Summary

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks

! Installation Summary

L —— —— —— ——

Installation Progress

Installation Complete

Help

4

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 8

_ORACLE

FUSION MIDDLEWARE

= Install Oracle Fusion Middleware 12c Infrastructure
= Installation Location
Oracle Home Location: fhome/fdevops/Oracle/Middleware/Oracle_Home2

Log File Location: jimp/Oralnstall2018-07-06_04-01-04AM/install2018-07-06_

M.log

= Disk Space
Required: 2111 MB
Available: 17953 MEB

=] Feature Sets to Install
Core Application Server 12.2.1.3.0
Coherence Product Files 12.2.1.3.0
Web 2.0 HTTP Pub-5ub Server 12.2.1.3.0
Weblogic SCA12.21.3.0
WeblLogic Client Jars 12.2.1.3.0
Third party |DEC Drivers 12.2.1.3.0
WebLogic Evaluation Database 12.2.1.3.0
Fusion Middleware Maven Support 12.2.1.3.0
Administration Console Additional Language Help Files 12.2.1.3.0
CIEWLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
WLS for FMW 12.2.1.3.0
FMW Platform GCeneric 12.2.1.3.0
OPatch 13.9.2.0.0
Toplink Developer 12.2.1.3.0

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in
use the Back button.

= Back Install

O

04-01-04A

the left pane or

Cancel

Review the information on this screen. The operations summarized on this page will be performed

when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.

Then screen shows the progress of the installation.
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Installation Progress Screen

Installation Progress

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks

Installation Summary

C—+HEHC— A ———

Installation Frogress

Installation Complete

Help

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 8

ORACLE
FUSION MIDDLEWARE

31%

Prepare

@ %

Copy

Cenerating Libraries
Performing String Substitutions
Linking

Setup

Saving the inventory

Post install scripts

View Messages

| View Successful Tasks

ViewLog

Hardware and Software
Engineered to Work Together

Cancel

Installer Pre-Requisite Setup Guide
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Installing and Configuring Weblogic Infrastructure 12c

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 8
Installation Progress DR’ACLE
FUSION MIDDLEWARE
| Welcome *
|
T Auto Updates 100%
|
T Installation Location
| o Prepare
) Installation Type
i o Copy
Prerequisite Checks
] o Cenerating Libraries
Installation Summary
I o Perfarming String Substitutions
e Installation Progress
T 9 & |Linking
Installation Complete
= o Setup
o Saving the inventory
o Post install scripts
View Messages v | Miew Successful Tasks View Log
u all Hardware and Software
ﬁ : ' Engineered to Work Together
Help Mext = Einish

This screen shows the progress of the installation. Click Next.

If you want to quit before the installation is completed, click Cancel.
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Installation Complete Screen

E Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of 8

Installation Complete _ORACLE i j‘
FUSION MIDDLEWARE

4

» [= Install Oracle Fusion Middleware 12c Infrastructure
Auto Updates = Installation Location
Oracle Home Location: fhome/fdevops/Oracle/Middleware/Oracle_Home2
Log File Location: jimp/Oralnstall2018-07-06_04-01-04AM/install2018-07-06_04-01-04A
Installation Type M.log
=] Feature 5Sets Installed Successfully
Core Application Server 12.2.1.3.0
Installation Summary Coherence Product Files 12.2.1.3.0
Web 2.0 HTTP Pub-5ub Server 12.2.1.3.0
i Weblogic SCA12.2.1.3.0
il Installation Complete WebLogic Client Jars 12.2.1.3.0
Third party |DBC Drivers 12.2.1.3.0
WeblLogic Evaluation Database 12.2.1.3.0
Fusion Middleware Maven Support 12.2.1.3.0
Administration Console Additional Language Help Files 12.2.1.3.0
CIEWLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
WLS for FMW 12.2.1.3.0
FMW Platform Generic 12.2.1.3.0
OPatch 13.9.2.0.0
Toplink Developer 12.2.1.3.0

Welcome

Installation Location

Prerequisite Checks

Installation Progress

Next Step(s):

Seethe online help for next steps after installation.

QOracle Fusion Middlewars 12¢ Infrastructure installation completed successfully

Help Einish

This screen summarizes the installation that was just completed.

At the end of the summary information, there is a section called Installation Location which states
the Oracle Home Location & the Log File Location along with the list of features installed.

Click Finish
3.1.3 Verifying the Installation
You can perform the following tasks to verify that your installation was successful:

e  Verifying the Installation Logs: Check for the presence of installation log files in logs directory.
The location of the file is shown at the end of installation in the Installation Complete Screen.

e Verifying the Installation Directory: Check if Oracle Home directory is exists or not.
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Home
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4.1

Oracle HTTP Server Installation

Oracle HTTP Server Installation

Oracle Webtier is the Web server component for Oracle Fusion Middleware. The Oracle Web Tier
installation gives you the option of installing Oracle HTTP Server and Oracle Web Cache. OPMN
is installed, by default, and you do not have the option of deselecting this product.

Together, these products are responsible for managing incoming HTTP requests, caching web
messages, and sending XML and HTML back to the client. Also, it provides a listener for Oracle
WebLogic Server and the framework for hosting static pages, dynamic pages, and applications
over the Web. Oracle Web Tier contains the following components:

e Oracle HTTP Server: Oracle HTTP Server 11g includes modules developed specifically by
Oracle. The features of single sign-on, clustered deployment, and high availability enhance
the operation of the Oracle HTTP Server.

e Oracle Web Cache: Oracle Web Cache is a content-aware server accelerator, or reverse
proxy, for the Web tier that improves the performance, scalability, and availability of Web sites
that run on Oracle HTTP Server. Oracle Web Cache is the primary caching mechanism
provided with Oracle Fusion Middleware. Caching improves the performance, scalability, and
availability of websites that run on Oracle WebLogic Server by storing frequently accessed
URLSs in memory.

e Oracle Process Manager and Notification Server (OPMN): OPMN provides a command-
line interface for you to monitor and manage Oracle Fusion Middleware components and sub-
components. The OPMN server should be started as soon as possible, after turning on the
computer. OPMN must be running whenever OPMN-managed components are turned on or
off.

There are different Methods to install Webtier. An Oracle Web Tier solution can be built in one of
the following ways:

e In stand-alone mode: Oracle Web Tier is configured without a domain, and administered
from the command line. See Section 1.3.1 for an overview of the installation procedure.

e Using Oracle Enterprise Manager Fusion Middleware Control: In order to use the Oracle
Enterprise Manager Fusion Middleware Control, WebLogic Server domain needs to be
configured using both the Enterprise Manager and the Java Required Files (JRF) domain
templates.

Here, we install Oracle Web Tier in stand-alone mode and following are the sections lists the steps
for it:

e Section 4.1, "Installing and Configuring Oracle HTTP Server (Webtier)”

e  Section 4.2, “Verifying the Installation”

Installing and Configuring Oracle HTTP Server (OHS)

Obtain Oracle Web Tier from the Oracle Fusion Middleware Downloads. Download webtier.zip file
to a directory, and unpack the downloaded archive that contains the installer.

To start the installer, go to the directory where you unpacked the archive file Now, start the installer
using the below command:

Jfimw_12.2.1.3.0_ohs_linux64.binNow, follow the instructions as shown below to install Webtier,

Specify Inventory Directory Screen
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Oracle HTTP Server Installation

E Oracle Fusion Middleware 12c HTTP Server (OHS) Installation — 0 %
-
Installation Inventory Setup ORACLE ‘ a
FUSION MIDDLEWARE

Central Invertory Directory

Enter the Central inventory directory for all yvour oracle installations. The installer will create a new
central inventory directory if it does not exist.

Inventary Directory: |,."h|:|mE,.l'dﬁu:ups,."u:uralnventnw Browse
Enter the full path for the directory.

Operating System Group ;. |devops -

Specify a group with write permission to the inventory
directory

Central Inventory Fointer File

Click OK.to create a script {(createCentrallnventory.sh) in the inventory directory. Run this script to
create a pointer file, which is used to identity the location of the central inventory for future

installations and administrative aperations, such as patching and upgrade.

Help QK Cancel

This screen appears for UNIX systems only; if this is your first Oracle installation on this host, you
must specify the location of the inventory directory. This inventory directory is used by the installer

to keep track of all Oracle products installed on the computer. The default inventory location is
USER_HOME/oralnventory.

In the Operating System Group name field, select the group whose members you want to grant

access to the inventory directory; all members of this group will be able to install products on this
system. Click Ok to continue.
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Welcome Screen

E Oracle HTTP Server Installation - Step 1 of 9 - O *

Welcome M
FUSION MIDDLEWARE

| Welcome

Aute Updates Welcome to Oracle Fusion Middleware 12¢(12.2.1 3.0 Oracle HTTP Server Installer.

Installation Location Use this installer to create a new Oracle Home or extend an existing Oracle home with the Oracle
Fusion Middleware Web Tier software, including Oracle HTTP Server.

Installation Type
i For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
DE Selection documentation library.

Prerequisite Checks
Installation Summary

Context-sensitive anline help is available from the Help button.

Installation Progress

(€€

Installation Complete

Copyright (c) 1999, 2017, Oracle andjor its affiliates. All rights reserved.

The Welcome screen is displayed each time you start the installer.

Click Next to continue.

Install Software Updates Screen
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E Oracle HTTP Server Installation - Step 2 of 9

Auto Updates _ORACLE @‘
FUSION MIDDLEWARE

Welcome I

#) Skip Auto Updat
Auto Updates el LELEIS

Installation Location Select patches from directory

Installation Type

DK Selection Search My Oracle Support for Updates
Prerequisite Checks

Installation Summary

Installation Progress

(€€ ——€——€—E—¢

Installation Complete

Help = Back Mext = Cancel

Select “Skip Software Updates” and Click Next to continue. (Kindly follow recommended practices
regarding updates depending on the setup requirements or usage.)

Installer Pre-Requisite Setup Guide 26



Oracle HTTP Server Installation

Select Installation Location

E Oracle HTTP Server Installation - Step 3 of 9

Installation Location _ORACLE i ia‘
FUSION MIDDLEWARE

4

¥ Welcome * Oracle Home:

! Auto Updates i
T fhomefdevops/Oracle/Middleware/Oracle_Home - Browse

1
(e Installation Location
il Feature Sets Installed At Selected Oracle Home: | View

\i-’ Installation Type
T JEL:FElEE T,

Y Prerequisite Checks
T Installation Summary
T Installation Progress
I

Installation Complete

QOracle Home may only contain alphanumeric, underscore (), hyphen {-) or dot() characters and it must
begin with an alphanumeric character.

Help = Back Mext = Cancel
—_—

Specify the following installation locations:

e  Oracle Middleware Home: The absolute path to the directory where Oracle HTTP Server will
be installed.

Select Installation Type Screen
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E Oracle HTTP Server Installation - Step 4 of 9

Installation Type _ORACLE E ia‘
FUSION MIDDLEWARE

¥ Welcome I
| @) standalone HTTP Server (Managed independently of WebLogic server)
¥ Auto Updates
| ) .
' Installation Location
T Collocated HTTP Server (Managed through WeblLogic server)
(e Installation Type
T Y
i racle erver 12.2.1.3.
¥ DK Selection =] Oracle HTTF & 12.2.1.3.0
|
¥ Prerequisite Checks = OHS
| ) Oracle HTTP Server 12.2.1.3.0
¥ e Gl S = Java Runtime Environment
|
¥ Installation Progress Oracle JRE12.2.1.3.0
| ] = Oracle Common Configuration Infrastructure
w Installation Complete

CIE CAM Shared Config 12.2.1.3.0
= Infrastructure
Database Client 12.1.0.2.0
FMW Upgrade 12.2.1.3.0
OAM WebCate For Oracle HTTP Server 12.2.1.3.0
OPatch 13.9.2.0.0
LDAP12.21.3.0

Help = Back Mext = Cancel

The following are the Installation Types available.

e Standalone HTTP Server (Managed Independently of Weblogic Server)Collocated HTTP
Server (Managed through Weblogic server)

Choose installation type as per requirement. Select Standalone HTTP Server (Managed Independently of
Weblogic Server). Click Next to continue.

Select JDK home
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E Oracle HTTP Server Installation - Step 5 of 9

JDK Selection _ORACLE @‘
FUSlON MIDDLEWARE

4

T LOGET * DK Home:
|

AuUto Updates
¥ Auto Updates

i fhomefdevopsfOracle/Middleware/Oracle_Home foracle_common/jdkfjre - Browse
Installation Location

T

¥ Installation Type

T
-\,T..-- JDK Selection
|

Prerequisite Checks
T

Installation Summary
\TJ

|
T Installation Progress
|

~ Installation Complete

The selected DK fhomefdevops/Oracle/Middleware /Oracle_Home3/oracle_commonfjdk/jre will be used
for this installation

Help = Back Mext = ] Cancel

Click Next to continue

Prerequisite Checks Screen
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E Oracle HTTP Server Installation - Step 6 of 9

Prerequisite Checks _ORACLE @‘
FUSION MIDDLEWARE

Welcome

Auto Updates 100% |

Installation Location

Checking operating system certification
Installation Type

DK Selection
Prerequis ite Checks

Checking recommended operating system packages

Checking kernel parameters

(ol €~~~ ——€

Checking physical memary
Installation Summary

Installation Progress

$ 4444

Checking Java version used to launch the installer

Installation Complete

Rerun | | skip V| View Successful Tasks ViewLog

Help = Back Next = Cancel

This screen shows whether the system requirements are met in order to install the software.

If there is a problem, a short error message appears in the bottom portion of the screen. Fix the
error, and click Retry to try again.

Click Next to continue.
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Installation Summary

E Oracle HTTP Server Installation - Step 7 of @
Installation Summary ORACLE
FUSION MIDDLEWARE

QRIE  I \ © Install Oracle HTTP Server (OHS)

‘lr Auto Updates = Installation Location

| | lation L i Pracle Home Location: /homefdevops/Oracle/Middleware/Oracle_Home3 ]
\ tallat t

T LEERen eenen Log File Location: ftmp/Oralnstall2018-07-06_05-14-45AM/install2018-07-06_05-14-45A
b Installation Type M.log

| DK 5el = Disk Space

T e Required: 1781 ME

¥ Prerequisite Checks Available: 15408 MB

I

= Feature Sets to Install
CIE CAM Shared Config 12.2.1.3.0
lip=talla e Oracle HTTP Server 12.2.1.3.0
Installation Complete Oracle JRE12.2.1.3.0
Database Client 12.1.0.2.0
FMW Upgrade 12.2.1.3.0
OAM WebCate For Oracle HTTP Server 12.2.1.3.0
OPatch 13.9.2.0.0
LDAP12.2.1.3.0

! Installation Summary

s

Save Response File

Select Install to accept the above options and start the installation.

|

To change the above options before starting the installation, select the option to change in the left pane,
ar use the Back button.

1

Help < Back Install Cancel

Review the information on this screen. The operations summarized on this page will be performed
when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

If you want to save this configuration to a text file (called a response file), click Save. You will be
prompted for the location of name of the file you want to create (for example, silent_install.rsp).
This file can be used later if you choose to perform the same installation from the command line.

Click Install.
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Installation Progress Screen

E Oracle HTTP Server Installation - Step 8 of 9

Installation Progress _ORACLE @‘
FUSION MIDDLEWARE

| Welcome |

|

T Auto Updates 100% |

|

T Installation Location

I @ |Prepare |

T Installation Type

i o |Copy
DK Selection

] o Cenerating Libraries
Prerequisite Checks

] o Perfarming String Substitutions
Installation Summary

I i &’ |Linking

e Installation Progress

T' g @ Setup
Installation Complete i .

= o Saving the inventory

o Post install scripts
View Messages v | Miew Successful Tasks View Log

u > "W ;o Hardware and Software
H . N Engineered to Work Together

Help Mext = Einish

This screen shows the progress of the installation.
If you want to quit before the installation is completed, click Cancel.
Click Next.
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Installation Complete Screen

E Oracle HTTP Server Installation - Step 9 of 9

Installation Complete _ORACLE @‘
FUSION MIDDLEWARE

4

T » [ Install Oracle HTTP Server (OHS)
_I[ Auto Updates = Installation Location
| . . Oracle Home Location: /home/devops/Oracle/Middleware/Oracle_Home
T nstallztion Lecatian Log File Location: /tmp/OralnstallZ018-06-11_10-44-20AM/install2018-06-11_10-44-20A
. Installation Type M.log
| =] Feature sets Installed Successfully
DK Selection
} Oracle JRE12.2.1.3.0
1 Prerequisite Checks Oracle HTTP Server 12.2.1.3.0
L st allat i CIE CAM Shared Config 12.2.1.3.0
I ' Database Client 12.1.0.2.0
T Installation Progress FMW Upgrade 12.2.1.3.0
\L.- Installation Complete OAM WebCate For Oracle HTTP Server 12.2.1.3.0

OPatch 13.9.2.0.0
LDAP12.21.3.0

Next Steps:

1. Create a domain using the Configuration Wizard.

2. 5tart Node Manager and Domain Servers.

See the product installation guide for detailed instructions.

Oracle HTTP Server (OHS) installation completed successfully.

Help Einish

This screen summarizes the installation that was just completed.

Click Finish to dismiss the screen.
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Configure the HTTP server
Follow below steps to configure domain for HTTP server

» Browse <Middleware_Home>/oracle_common/common/bin directory
» Execute below command

.Jconfig.sh

Below screen will be displayed

zl Fusion Middleware Configuration Wizard - Page 1 of 6

ORACLE

FUSION MIDDLEWARE @‘

Configuration Type

o) Create Domain ]
Templates
DE Selection

Configuration Summary

Configuration Progress

I

- End Of Configuration
‘What do you want to do?

@) |Creafte a nevww domain

Update an existing damain

Domain Location: | Draclef/Middleware,/ Oracle_Home/user_projects fdomains/base_domain Browse

Create a new damain.

Help Mext = Cancel

> Select “Create a new domain” option and select Domain location. Click Next
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@ Fusion Middleware Configuration Wizard - Page 1 of &

Configuration Type DRACLE
FUSION MIDDLEWARE

o) Create Domain |

Templates
DE Selection

Configuration Summary

Configuration Progress

I

~ End Of Configuration
‘Wwhat do you want to do?

2 Creafte a neww domain

Update an existing domain

Domain Location: | Draclef/Middleware/Oracle_Home /user_projectsfdomains/base_domain Browwse

Create a new damain.

Help Mext = Cancel
—_—

» Select Oracle HTTP Server option and click Next
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@ Fusion Middleware Configuration Wizard - Page 2 of 8

O =
T _ORACLE @‘
FUSION MIDDLEWARE
)r\ Create Diamain ]

Create Domain Using Product Templates:

= Templates

Filter Templates:
T DE Selectian

Include all selected templates Include all previously applied templates
System Components

Available Templates
OHS Server

Bazic Standalone System Component Domain - 12.2.1.3.0 [wizerver] *
Sonfiguration Summary Iw Oracle HTTP Server ¢standalone) - 12.2.1 3.0 [ohs]

Configuration Progress

(—C—€—€—€

End Of Configuratian

Help

= Back Mext = Cancel|
ik

> Click Next
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EI Fusion Middleware Configuration Wizard - Page 3 of 9

JDK Selection ORACLE E a‘
FUSION MIDDLEWARE

. Create Domain

. Templates
\ JDK Selection

System Components

|
T CHE Server
T
T
T
l

Mode Manager

Configuration Summary

Canfiguration Progress IDK
End OFf Canfiguration o) Oracle HotSpot 1.8.0_131 fhome,/devops fOracle,/Middleware fOracle_Homeforacle_commonfjdk/jre
Other JDE Location:

Help = Back Mext = Cancel

> Enter below details and click Next

System Component: Set the Instance name

Component Type: Should be OHS

Restart Interval Seconds: Set as per requirement. Defaults to 3600
Restart Delay Seconds: Set as per requirement. Defaults to 0
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@ Fusion Middleware Configuration Wizard - Page 4 of 9

System Components

Create Domain
p—— aeadd || ¥
Templates

DE Selection

| System Components

System Component
ohsl
QOHS Server
Mode Manager

Configuration Summary

Canfiguration Progress

(—(—€—C——€—E—C—F—F

End Of Configuration

Help

QOHS

Component Type

_ORACLE
FUSION MIDDLEWARE
E@ Dizcard Changes
Restart Interval Seconds Restart Delay Seconds
3600 0
= Back Mext = Cancel

» Configure Admin Host; Port; Listen Address and click Next
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EI Fusion Middleware Configuration Wizard - Page 5 of 9

OHS Server DRACI_E @‘
FUSION MIDDLEWARE

Create Domain

Templates System Campanent |gps1
Db Selection

System Components Admin Host obdxohs.inoracle.com

| OHS Server Admin Port A999

Mode Manager
Listen Address

. . ohdxohs.in.oracle.com
Configuration Summary

C—(—€—C————C—F—F

Canfiguration Progress Listen Port 7777
End Of Configuration $5L Listen Port 4443
Server Mame

http:ffobdxohs.inoracle.com: 7777

Help

= Back Mext = Cancel

» Select appropriate Node Manager Type; and enter Node Manager Credentials. Click
Next.
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EI Fusion Middleware Configuration Wizard - Page 6 of 9

Node Manager

_ORACLE
FUSION MIDDLEWARE

Create Domain
Templates
DE Selection

System Components
QHE Server

—J 3

Node Manager Type

C—C————€—¢

Mode Manager
# ) Per Domain Default Locatian
Configuration Summary

Per Domain Custom Location
Canfiguration Progress

Mode Manager Home:
End Of Configuration

Node Manager Credentials

Username: obdzaohsnaode
Paszword: ITITTITIYL]
Canfirm Passward: [TITTTIIT]
Help < Back Mext =
—

P

Cancel

» Review summary and click Create
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EI Fusion Middleware Configuration Wizard - Page 7 of 9

Configuration Summary ORACLE i ia‘
FUSION MIDDLEWARE

Create Domain

| Wiewy |System Components - Admin Host: obdxohs.in.aracle.cam
Admin Part: 9999
Templates
(& System Components Listen Address: obdxohs.in.aracle.cam
DK Selection B & OHs Listen Port: 7777
ahsl f .
System Components D 55L Listen Part: 4443 . |
Server Mame: http:ffobd=zohs.inoracle.com: 777

OHS Server

Mode Manager
'\ Configuration Summary
Canfiguration Progress

A Create Domain
/"|"\
T
T
T
T
T
I

End Of Configuration

¢

| 1

Select Create to accept the above options and start creating and configuring a new domain. To change the
above configuration before starting Dom ain Creation, go back to the relevant page by selecting its name in
the left pane, or by using the Back button.

Help = Back Create Cancel

> Below installation progress can be seen
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Fusion Middleware Configuration Wizard - Page 8 of 9

Configuration Progress

/T\ Create Domain
/T\ Templates
DK Selection
} System Components

I QOHS Server

.t Mode Manager

I Configuration Summary
! Configuration Progress

' End Of Configuration

Help

ORACLE
FUSION MIDDLEWARE

15%

Copy Unprocessed Artifacts

o4

Security Processing

Artifacts Ceneration

String Substitution

Post Processing

Mext = Finish Cancel
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Configuration Progress
/T\ Create Domain
o Templates
¢+ JDE Selection

T
' System Components
I CHE Server

} Mode Manager

-.T.- Configuration Summary

Fusion Middleware Configuration Wizard - Page 8 of 9

ORACLE
FUSION MIDDLEWARE

100%

Copy Unprocessed Artifacts

Security Processing

Artifacts Ceneration

String Substitution

LA

Post Processing

L
| 'Zg?,i' Configuration Progress

|
w End Of Configuration

Help

= Back Finizh Cancel
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End Of Configuration

Create Domain
Templates

JDK Selection

System Components
QOHS Server

Mode Manager
Configuration Summary
Canfiguration Progress

|
! End Of Configuration

Help

zl Fusion Middleware Configuration Wizard - Page 9 of 9

%" Dornain Configuration Succeeded
New Domain base_domain Creation Succeeded
Damain Location

fhomefdevops/Oracle/Middleware/Oracle_Home/user_projects fdomains/base_domain

ORACLE
FUSION MIDDLEWARE

Finish

4.2 Verifying the Installation

You can perform following tasks to verify that your installation was successful:

e Verifying the Installation Logs: Verify the installation logs using the Log file location
available in installation complete screen (or <User home dir>/oralnventory/logs).

Verifying the OPMN Status: Run the below commands from the <Domain_directory>/bin
directory on UNIX, in your instance home location. For example:

e  Start NodeManager

cd

/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/

bin

e  Start component

Installer Pre-Requisite Setup Guide
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Use the listen port number to point your browser to the HTTP server to test installation. Use the
format:

http://[<HTTPSERVERHOSTNAME>:<HTTPSERVERLISTENPORT>

ORACLE" oOracle HTTP Server 12¢

Oracle HTTP Server 12c is based on the proven. cpen source Apache HTTP 91 and provides hosting static. Gynamic % Apphcations.
e
s oty
] vansgomont
Process Management )
and HA @i
(5 "“‘
Cortificate @2 ”,.w""
‘management e, -

-

Features.
Content Serving | Reverse Proxy Administration | Monitoring
Clou Deployment  Virtua Server Support Server Asminiatration
Thousands of es / agplcaton Gomain served fom 3 segie web serves nstance. Each vetual server can have & own configuration ies, P acresses. pot document  Leverages ViebLoge: 1 i r admniskaton model for asminatereg Oracie HTTP Serve, Orace
1001, praftences 10g fes. and moxe Viebiog Server and 1 (e of he Fusion Meideware Stack
Protection From Common Threats plesse reter e oM
Ul MocSecursy modue provides e sbty 1o configure uies 0 oapect 3nd pretct agplcabons fom common acks Inciusng SOLICommand echion, Cross Ste
Scrpting vupersbies 3% ciher <ureatites Morstonng
Mansger HTTP st by

FasiCGI Support
Emant oy onsy 23 PHP orPyhon s Tool

. HTTP Server HITP Server 12¢

Integrated Reverse Proxy

Home
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5. Oracle HTTP Server Webgate Installation and
Configuration

A WebGate is a web-server plug-in for Oracle Access Manager (OAM) that intercepts HTTP
requests and forwards them to the Access Server for authentication and authorization.

Installing a WebGate for Oracle Access Manager involves the following steps:

e Section 5.1, " Configuring Oracle Webgate"

e Section 5.2, "Post-Installation Steps for Oracle HTTP Server WebGate"

e  Section 5.3, "Verifying the Installation and Configuration of Oracle HTTP Server WebGate"
e Section 5.4, "Registering the New Oracle HTTP Server 11g WebGate”

Configuring Oracle WebgateYou must complete the following steps after installing Oracle HTTP
Server for Oracle Access Manager:

e Gotothe Oracle_Home/webgate/ohs/tools/deployWebGate directory by running the following
command:

cd
/home/devops/Oracle/Middleware/Oracle_Home/webgate/ohs/tools/deployWebGate

e Run the following command to copy the required bits of agent from
the oracle Home directory to the OHS Master Config Directory location:

./deployWebGateInstance.sh -w OHS Master Config Directory -
oh Oracle Home For .e.g:

JdeployWebGatelnstance.sh -w
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/bas
e_domain/config/fmwconfig/components/OHS/ohs1 -oh
/home/devops/Oracle/Middleware/Oracle_Home

In this command:

Oracle_ Home is the directory in which you have installed Oracle HTTP Server WebGate.
Example: /home/devops/Oracle/Middleware/Oracle_Home

OHS Master Config Directory is the location of the directory where the main Oracle
HTTP Server configuration files are kept. Example:

/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/ohs1 Run the following command to ensure thatthe LD_LIBRARY_PATH
variable contains Oracle_Home_for_Oracle HTTP_Server/lib:

export LD_LIBRARY PATH=$LD LIBRARY PATH:Oracle Home/lib From your present
working directory, move to directory:
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cd Oracle Home/webgate/ohs/tools/setup/InstallTools

cd

/home/devops/Oracle/Middleware/Oracle_ Home/webgate/ohs/tools/setup/In
stallTools/ On the command line, run the following command to copy
the apache webgate. template file from the oracle Home directory to the
main  Oracle HTTP  Server configuration directory (re-named
to webgate . conf) and update the httpd. conf file to add one line to include

the name of webgate.conf../EditHttpConf -
w OHS Master Config Directory [-oh Oracle Home] [-
o output file]

Fore.g.:

JEditHttpConf -w
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/bas
e_domain/config/fmwconfig/components/OHS/ohs1 -oh

/home/devops/Oracle/Middleware/Oracle_Home

In this command:

Oracle Home is the directory in which you have installed Oracle HTTP Server WebGate for
Oracle Access Manager. Example: /home/devops/Oracle/Middleware/Oracle_Home

OHS Master Config Directory is the location of the directory where the main Oracle
HTTP Server configuration files are kept. Example:
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/confi
g/fmwconfig/lcomponents/OHS/ohs1

output fileis the name of the WebGate configuration file generated by the tool. A

default webgate. conf file is generated if you do not specify this option. Example:
webgate.conf

Note: The -oh Oracle_Home and -o output_file parameters are optional.

Verifying the configuration of Oracle HTTP Server 12c WebGate

After installing Oracle HTTP Server 12c WebGate for Oracle Access Manager and completing
the configuration steps, you can examine the installDATE-TIME STAMP.out log file to
verify the installation. The default location of the log are as follows: The default location of the
log is : Oracle Home/oralnst.loc
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5.2 Registering the New Oracle HTTP Server 12c WebGate

Before you can use the new Oracle HTTP Server 12¢ WebGate agent for Oracle Access Manager,
you must register the new WebGate agent with Oracle Access Manager by using the Oracle Access
Manager Administration Console.
Refer to the Section 8.1 “Creating WebGate Agent on OAM Console” under Oracle Access
Management Configuration chapter.

Home
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Oracle Identity and Access Management Installation and
Configuration

Oracle Identity and Access Management (IAM) components enable enterprises to manage the end-
to-end lifecycle of user identities across all enterprise resources - both within and beyond the
firewall. With 1AM, you can deploy applications faster, apply the most granular protection to
enterprise resources, automatically eliminate latent access privileges, and much more. Following
components are included in IAM:

e  Oracle Identity Manager

e Oracle Access Management

Oracle Adaptive Access Manager

Oracle Entitlements Server

Oracle Privileged Account Manager

Oracle Access Management Mobile and Social

e  Oracle Mobile Security Suite

This chapter provides information for installing IAM and includes the following topics:
e  Section 6.1, "Pre-requisite - Installing Java 1.8"

e Section 6.2, "Pre-requisite - Installing Weblogic 12.2.1.3"

e  Section 6.3, "Installing Oracle Identity and Access Management (IAM)"

Pre-requisite - Installing Java 1.8

Obtain the Java tarball pack from the Oracle Java Downloads. Download jdk-8ul31-linux-
x64.tar.gz file to a directory.

e  Change the directory in which you want to install,
cd <Directory_Path>
e Unpack the tarball and install Java using the following command:

tar zxvf <Path>/jdk-8ul31-linux-x64.tar.gz

Note : You must enter the absolute path of the folder where the TAR file is located.

e Now, set the path and environment variable for Java as:
export JAVA_HOME=<Java_lInstall_Path>/jdk1.8.0_131
export PATH=$JAVA_HOME/bin:$PATH

Pre-requisite - Installing Weblogic 12.2.1.3

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise Edition (Java
EE) application server. The WebLogic Server infrastructure supports the deployment of many types
of distributed applications.

This chapter describes the installation tasks which contains the following sections:
e  Section 6.2.1, "Installing Weblogic"

e  Section 6.2.2, "Verifying the Installation"
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6.2.1 Installing Weblogic

Obtain Weblogic 12.2.1.3 JAR from the Oracle Fusion Middleware Downloads. Download
fmw_12.2.1.3.0_infrastructure.jarfile to a directory.

e Now to start the installer, go to the directory where you downloaded the file.
e  Start the installer from the same directory using the below command:

java —jar <Path>/fmw_12.2.1.3.0_infrastructure.jar

Note : You must enter the absolute path of the folder where the JAR file is located.

Follow the instructions as shown below for installation:

Welcome Screen

Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8

Context-sensitive online help is available from the Help button.

W .
ORACLE &
Welcome e
FUSION MIDDLEWARE
o Welcome '
T
v Auto Updates Welcome to the Oracle Fusion Middleware 12c (12.2.1.3.0) Infrastructure Installer.
Jf Installation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
i Infrastructure software. You can then install additional Fusion Middleware products that require the
¢ Installation Type Infrastructure into the Oracle home, oryou can use the Infrastructure to configure a WebLogic
| = S Server domain for the deployment of Java and Oracle ADF applications.
quisite Checks
¥ rerequisi
| . ; For more information, see [nstall, Patch, and Upagrade in the Oracle Fusion Middleware
¥ Installation Summary d s :
! ocumentation library.
¢ Installation Progress
|

Copyright ©® 1996, 2017, Oracle and/or its affiliates. All rights reserved.

Help Next > Cancel

The Welcome screen is displayed each time you start the installer.
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Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

Auto Updates M_

FUSION MIDDLEWARE
Welcome
Auto Updates @) Skip Auto Updates

Ihstallation Location Select patches from directory
Installation Type
Prerequisite Checks Search My Oracle Support for Updates

Installation Summary

Installation Progress

e B e G

b Installation Complete

Help = Back Mext = Cancel

Click “Skip Auto Updates” (Kindly follow recommended practices regarding updates depending on
the setup requirements or usage.)

Click Next to continue.
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Specify Middleware Home Screen

Oracle Fusion Middleware 12c Infrastructure Installation - Step 3 of 8

Installation Location _ORACLE i j
FUSION MIDDLEWARE

Welcome " Oracle Home:

Auto Updates

| Installation Location

/scratch/obdxuser/IDM12 - BErowse

Feature Sets Installed At Selected Oracle Home: | Miew
Installation Type

Prerequisite Checks

Installation Summary

Installation Progress

e B B B

- Installation Complete

Oracle Home may only contain alphanumeric, underscore (3, hyphen (<) or dot{) characters and it must
begin with an alphanumeric character.

Help = Back Mext = Cancel

Specify the following installation locations:
e  Oracle Middleware Home
The absolute path to the directory where WebLogic Server will be installed.

Click Next to continue.
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Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 8

ORACLE

Installation Type ———
FUSION MIDDLEWARE

¥ Welcome M
| Fusion Middleware Infrastructure With Examples
¥ Auto Updates
| . ;
w Installation Location
T 2 Fusion Middleware Infrastructure
(e Installation Type
I Yp
Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.3.0 -~
g e
|
 Installation Sum mary [ Core Server
| ] Core Application Server 12.2.1.3.0
o Ll B RS Coherence Product Files 12.2.1.3.0
J; Installation Complete Web 2.0 HTTP Pub-5Sub Server 12.2.1.3.0

WebLogic 5CA 122130
‘WebLogic Client Jars 12.2.1.3.0
= Administrative Tools
Administration Console Additional Language Help Files 12.2.1.3.0
CIEWLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
=] Database Support
Third party |DEC Drivers 12.2.1.3.0
WebLogic Evaluation Database 12.2.1.3.0
=l Open Source Companents
Fusion Middleware Maven Support 12.2.1.3.0
[=] |RF and Enterprise Manager
WLS for FMW 12.2.1.3.0 k | 4
=] Oracle Automatic Diagnostic Repository Feature Set Croup
FMW Platform Ceneric 12.2.1.3.0 =

G

Help = Back Mext = Cancel

Click next to continue
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Select Yes and Click on Next.
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Click Next on “Prerequisite Check” screen
Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 8

Installation Summary ORACLE

FUSION MIDDLEWARE

Welcome

= Feature Sets to Install

Installatio

g » [= Install Oracle Fusion Middleware 12c Infrastructure

.l. Auto Updates = Installation Location

T . : Oracle Home Location: fscratch/obdxuser/IDM121

T s Log File Location: /tmp/Oralnstall2018-06-21_12-38-09PM/install2018-06-21_12-38-09P
¥ Installation Type M.log

| = = Disk Space

‘JI' et Required: 2111 MB

-.I_-- Installation Summary Available: 180755 MB

I

T

Core Application Server 12.2.1.3.0
Caoherence Product Files 12.2.1.3.0

Web 2.0 HTTP Pub-5ub Server 12.2.1.3.0
WebLogic SCA 12.21.3.0

WebLogic Client Jars 12.2.1.3.0

Fusion Middleware Maven Support 12.2.1.3.0
FMW Platfarm Generic 12.2.1.3.0

OPatch 13.9.2.0.0

Toplink Developer12.2.1.3.0

WLS for FMW 12.2.1.3.0

Administration Console Additional Language Help Files 12.2.1.3.0
CIEWLS Config 12.2.1.3.0

Enterprise manager 12.2.1.3.0

Third party JDEC Drivers 12.2.1.3.0
WebLogic Evaluation Database 12.2.1.3.0

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left pane or
use the Back button.

Help <= Back Install Cancel

Click Install to finish Weblogic Server installation
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Installation Progress Screen
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6.3

6.3.1

Oracle Identity and Access Management Installation and Configuration

Click Done to dismiss the screen.
Verifying the Installation

You can perform the following tasks to verify that your installation was successful:

e Verifying the Installation Directory
Check if Oracle Home directory exists or not.
Installing Oracle Identity and Access Management
This chapter describes the installation tasks which contains the following sections:
e Section 6.3.1, "Installing and Configuring Oracle Identity and Access Management”
e  Section 6.3.2, "Verifying the Installation”
Installing and Configuring Oracle Identity and Access Management

Obtain IAM installer version 12.2.1.3.0 from the Oracle Fusion Middleware Downloads. Download
the zip file’s (respective installation files) to a directory, and unpack the downloaded archive that
contains the installer.

e Now to start the installer, Start the installer./java —jar fmw_12.2.1.3.0_oud.jar

e If you are installing on a UNIX system, and if this is the first time any Oracle product is being
installed on your system with the Oracle Universal Installer, you will are asked to provide the
location of an inventory directory. This is where the installer sets up subdirectories and
maintains inventory data for each Oracle product that is installed on this system.

e Follow the instructions in the below table to configure the inventory directory information. For
more help, click on the screen name in the table below, or click the Help button in the GUI.

Table: Inventory Directory and Group Screens

Screen Description and Action Required

Specify Inventory Specify the Oracle inventory directory and group
Directory Screen (UNIX permissions for that directory. The group must have
Only) write permissions to the Oracle inventory directory.

Click OK to continue.

Inventory Location Run the createCentrallnventory.sh script as root.
Confirmation Screen ; :
(UNIX Only) Click OK to continue.

Now, perform the steps as shown below to install and configure OUD after you start the OUD
installer.
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Welcome Screen

Oracle Unified Directory 12c
Installer

Wizard sequence generation in progress. I

ORACLE

Copyright (c) 2010, 2017, Oracle and/or itz affiliates. All rights reserved.

The Welcome screen is displayed each time you start the installer.

Oracle Unified Directory Installation - Step 1 of 8

Welcome ORACLE 3.

FUSION MIDDLEWARE

‘T’ Welcome |

\:;_ Keio Lrdates Welcome to the Oracle Fusion Middleware 12c (12.2.1.3.0) Oracle Unified Directory Installer.
Auto Updates

+ Installation Location Use this installer to create a new Oracle home or to extend an existing Oracle Home that contains

i everything you need to evaluate or develop applications with the Oracle Unified Directory software.
M Installation Type

| g For more information, see Install, Patch, and Upgrade inthe Oracle Fusion Middlewars
- Prerequisite Checks documentation library.

| :
¥ Installation Summary o : : 5
q Context-sensitive online help is available from the Help button.

Installation Progress

- Installation Complete

Copyright {c) 2010, 2017, Oracle and/or its affiliates. All rights reserved.

Help k Mext = Cancel

Click Next to continue.
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Install Software Updates Screen

Oracle Unified Directory Installation - Step 2 of 8

Atito Lpiciores _ORACLE ﬁ}
FUSION MIDDLEWARE

Welcome

# Skip Auto Updates
\ Auto Updates P& R

Installation Lacation Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates
Installation Summary

Drm

JQress

~ ——— € —E ——€ € HA

Installatio

Help = Back Mext = Cancel

If you want to search for and download software updates from My Oracle Support, then do the
following:

Select Search My Oracle Support for Updates.

Enter User name and Password.

Click Test Connection.

If you want to search your local directory for updates, then do the following:
Select Search Local Directory for Updates.

Click Search For Updates.

If you want to skip software updates, then select Skip Software Updates. (Kindly follow
recommended practices regarding updates depending on the setup requirements or usage.)

Click Next to continue.
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Specify Installation Location Screen

Oracle Unified Directory Installation - Step 3 of 8

Installation Location _%C_L_e_ @
FUSION MIDDLEWARE =

<

Welcome

* Qracle Home:
Auto Updates

Installation Location

/scratch/obdxuser/IDM12 v Browse

Feature Sets Installed At Selected Oracle Home: | View
. Installation Type

/

— i~ ——

T Prerequisite Checks
Installation Summary
¥

Installation Progress

1513

Oracle Home may only contain alphanumeric, underscore (), hyphen (=) or dot(.) characters and it must
begin with an alphanumeric character.

Help < Back Next > Cancel

Specify the following installation locations:
e  Oracle Home
» The absolute path to the directory where WebLogic Server was installed.

Oracle Home directory is where your products will be installed. All software binaries will reside in
this directory, and no runtime process can write to this directory.

Note: This installation directory will be referred to as IDM_ORACLE_HOME throughout the
remainder of this document. If you are performing an installation on a Windows operating system,
be sure that your directory paths are valid, and do not contain double backslashes (\\).

Click Next to continue.
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Installation Type Screen

Oracle Unified Directory Installation - Step 4 of B

ORACLE £ g

Installation Type = ——=
FUSION MIDDLEWARE

¥ Welcome |

| Standalone Oracle Unified Directary Server {Managed independently of WeblLogic server)
¥ Auto Updates

w Installation Location i . .
i %) Collocated Oracle Unified Directory Server (Managed through WebLogic server)

I -
e Installation Type

| .
¥ Prerequisite Checks = Oracle Unified Directory 12.2.1.3.0
= Qracle Unified Directory

|
¥ Installation Summary
ouD 122130

| .

¥ Installation Progress O Internal Features

| .

w Installation Complete OPatch 13.5.2.0.0

[z Qracle Commaon Configuration Infrastructure
CIE CAM Shared Config 12.2.1.3.0

Help = Back Mext = Cancel

Select Collocated Oracle Unified Directory Server > Next
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Oracle Unified Directory Installation - Step 5 of 8

Prerequisite Checks ORACLE

FUSION MIDDLEWARE

0% |

Installation Location 2
@ Checking operating system certification

Installation Type

I Checking Java version used to launch the installer
i@ Prerequisite Checks

|
Installation Summary

Installation Progress

Installation Complete

Stop V| View successful Tasks WiewLog

Help Cancel

Installation Summary Screen
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Installation Summary

Welcome

Auto Updates

Installation Location

—

i Installation Type

Prerequisite Checks

Installation Summary

e —

Installation Progress

Installation Complete

Help

-

Oracle Identity and Access Management Installation and Configuration

Oracle Unified Directory Installation - Step 6 of 8

ORACLE

FUSION MIDDLEWARE

= Install Oracle Unified Directory
= Installation Location
Oracle Home Location: /scratch/Oracle /Middlewarel2213/Oracle_Home

Loa File Lacation: ftmp/Oralnstall2018-06-21_07-43-49PM/install2018-06-21_07-43-45P
M.log

=] Disk Space
Required: 476 MB
Available: 75304 MB
=] Feature Sets to Install
oup12.2.13.0
CIE CAM Shared Config 12.2.1.3.0

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left pane or
use the Back button.

< Back Install Cancel

Review the information on this screen. The operations summarized on this page will be performed

when you click Install.

If you want to make any changes to the configuration before starting the installation, use the
navigation pane, and select the topic you want to edit.

Click Install.

Then screen shows the progress of the installation and exit after installation is completed.
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Installation Progress Screen
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Installation Complete Screen

6.3.2 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

e Verifying the Installation Logs: Check for the presence of installation log files in logs
directory inside your Oracle Inventory directory.

Verifying the IDM Home Directory: Check for the presence of IDM Home directory. Configuring
OouD

From <ORACLE_HOME>/oud start below command
.Joud-setup

ORACLE’

Powered by

<:<£) Oracle Unified Directory
—

Java

Visit oracle.com k

Copynight © 2013 - 2017 Oracle Corporation and / or its affiliates.
All rights reserved.
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Oracle Unified Directory Setup =Eex

= Welcome Welcome

The Oracle Unified Directory Setup toaol will ask you for some basic server and data

Sarver Administration Settings : : : i : ;
configuration settings and will get your server up and running quickhy.

Ports
Topelogy Options
Oracle Components Integration

Sarver Tuning

Review
Progress
Finished
| Next > | | quit
Click Next

Installer Pre-Requisite Setup Guide 79



Oracle Identity and Access Management Installation and Configuration

Oracle Unified Directory Setup =g

Welcome Server Administration Settings

Enter the path where the instance will be created, the administration ports (both LDAP and

:§> Server Administration Settings HTTF protocols can be used to manage the QUD server) and the credentials of the initial user.

Ports Instance Path:

l,fscratchfobdxuser,fIDh-112,fasinst_2,fOUD | |Browse...
Tepology Options B
Host Name: lmumOann.in.oracle.com |
Oracle Components Integration
Administration Port(s): [Enable Administration only with LDAP | v |

Server Tuning

LDAFP Port: | 5444

Review
Could not use 4444, Port in use or user not authorized.
Progress Root User DN; [cn=orciadmin
Finished -
Password: I*ﬂﬂﬁ*wﬂﬁ‘xﬂ ‘
Password (confirm): [“*“““*“““ l
|€ Previousl |Ne:~:t >| | Quit |

Enter the details and OUD password > Next
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Oracle Unified Directory Setup - O x

Welcome Ports

Specify the different ports and protocols that clients can use to access the data in the server. If
wou choose to enable a secure protocol, wou must provide the certificate that the server will

use 1o encrypt the communication.
= Ports e

Enaple on Fort: 13389 [] Enahle StanTLs for LDAP E

Could not use 385, Port in use or user not authorized.

Server Administration Settings

Topeology Options

Cracle Components Integration
Server Tuning

Review

Progress

Finished

] i [T

i< Previousi |Ne>-:t = | Quit

Enter the LDAP Port > Next
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Oracle Unified Directory Setup - O x

Welcome Topology Options

Choose the Data Replication Options. You can change these settings later using the

Server Administration Settings : s ;
dsreplication' command-line.

Ports @ [This will be a stand alone server|
= Topology Options () This server will be part of a replication topology
Oracle Components Integration
Server Tuning
Rewview

Pragress

Finished

if: Previousi iNe>-:t :>| |_Quit |

Select standalone server > Next

Installer Pre-Requisite Setup Guide 82



Oracle Identity and Access Management Installation and Configuration

Oracle Unified Directory Setup P ="

Welcome Directory Data

Server Administration Settings Choose options for the LDAF data to be hosted by the server.

Directory Base DN; dc=in,dc=orac|e,dc|=c0m

Ports
Leave empty if you do not want to create a base DN.

Topology Cptions . o~ :
P gy e Directory Data: (@ Only Create Base Entry {dc=in,dc=oracle,dc=com)

> Directory Data ) Leave Database Empty
! ) Import Data from LDIF File
Oracle Components Integration
Server Tuning ~ :
) Import Automatically-Cenerated Sample Data
Review
Progress

Finished

i< Previousi | Next > | |-QUit |

Add base DN > Next
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Oracle Unified Directory Setup - O x
Welcorme Oracle Components Integration
Server Administration Settings Speclfv_the Orac!e components wnh which the server integrates. It is recommended to choose
the option covering only your requirements.
Ports

@ Mo specific integration
Topaology Options
Directory Data () Enable for DIF {Directory Integration Platform)
= Oracle Components Integration ) Enable for EBS (E-Business Suite), Database Met Services and DIP

Server Tuning )
() Enable for EUS (Enterprise User Security), EBS, Database MNet Services and DIP

Review
Progress
Finished
| : '] [ -
| < Previous | | Next > | | Quit
Next >
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Oracle Unified Directory Setup - O x

Welcome Server Tuning

Select how you want the QUD server to be tuned.

The default proposed settings are calculated based on the free memaory available in the
machine. This is the recommended value if wvou do not have special requirements. You can
change these settings later using the 'dstune’ command-line.

Server Administration Settings
Ports

Topology Options

Options: |Providing the Memory to be used for OUD | A |

Directory Data

Oracle Components Integration The OUD server will be tuned based on the amount of memory vou want to use for it. The

i memaory you assign for OUD will be divided in two parts: the Java heap size of the OUD
= Server Tuning process and the estimated memory that will be required for the file system cache. The
off-line tools (such as import-Idif) will use the same Java heap size as the OUD server.

Rewview

System Memory. 29,72 CB
Rl ] Dedicated Machine far OUD
Finished

26.50 GB (89.15% of System Memory):
11.92 GB (OUD Java Heap Size) + 14,58 GB (Estimated File System Cache)

I T
1 | | | | |
256 MB 768 MB1 GE1.50 GB 3 GB 65 GB 12 GB
i Reset to Default |
Data Memory Fequirements
You hawve chosen to add only the base entry (there are no memaory requirements).
[ .

[ — .
|l g ous i Dlext. 2 | Oracle Unified Direc

Add sizing parameters > Next
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Welcome
Server Administration Settings
Ports
Topology Options
Directory Data
Oracle Components Integration
Server Tuning
= Review
Progress

Finished

Oracle Identity and Access Management Installation and Configuration

Oracle Unified Directory Setup

Review

Feview wour settings and click Finish if they

are correct.

Host Name:

LDAP Administration Port
Root User DM;

LDAP Port:

Directory Data:

Integration with Oracle components:

Runtime Options:

[Show Summary

mumdQaon.in.oracle.com
6444

cn=orcladmin

3389

Create Mew Base DM dc=in,dc=oracle, dc=com
Base DM Data: Only Create Base Entry (dc=in,dc=0
racle,de=com)

Mo Integration

26.50 GB (89.15% of Systermn Memony: 11.92 GB (
OUD Java Heap Size) + 14.58 GB (Estimated File Sy
stem Cache)

Start Server when Configuration has Completed

i< Previousi | Finish l

Click Finish to complete the configuration
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7.1

Oracle Access Management Installation and Configuration

Oracle Access Management Installation and
Configuration

Oracle Access Management includes components like Oracle Access Manager, Oracle Access
Management Security Token Service, Oracle Access Management Identity Federation, Oracle
Access Management Mobile and Social.

Following topics in this chapter provides detailed information on installing and configuring Oracle
Access Management after installing Oracle Identity and Access Management:

e  Section 7.1, "Creating Weblogic Domain for Oracle Access Manager"
e Section 7.2, "Post-Installation Tasks"

e  Section 7.3, “Verifying the Installation”

Installing Oracle Access Manager

e Before you start configuring Oracle Access Management, note that the IDM HOME s the path
provided during IDM installation and is used to refer to the Oracle home directory.

° Run below command to start installation

java —jar fmw_12.2.1.3.0_idm.jar

Oracle Fusion Middleware 12c Identity and Access Management
Installer

Starting wizard configuration.

OIRACL

Copyright () 2010, 2017, Oracle and/or its affiliates. All rights reserved.
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Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 1 of 8

documentation library.

ORACLE
Welcome ==
FUSION MIDDLEWARE
\f Welcome '
+ Auto Updates Welcome to the Oracle Fusion Middleware 12c¢ (12.2.1.3.0) Identity and Access Management Installer.
+ Installation Location Use this installer to create a new Oracle Home or extend an existing Oracle Fusion Middleware
i Infrastructure Oracle Home with Oracle ldentity and Access Management software.
A Installation Type
| i Before proceeding, ensure that you have installed Oracle Fusion Middleware Infrastructure 12c
¢ Prerequisite Checks
| L For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware
¥ Installation Summary
|

Installation Progress

| Context-sensitive anline help is available from the Help button,
- Installation Complete

Copyright {c) 2010, 2017, Oracle and/or its affiliates. All rights reserved.

Help Mext = Cancel

Next >
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Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 2 of 8

Auto Updates ORACLE
FUSION MIDDLEWARE

¥ Welcome :

; Auto Updates %) Skip Auto Updates

;TL Installation Location Select patches from directory

| ¢
A Installation Type

| S
¥ Prerequisite Checks Search My Oracle Support for Updates

|
¥ Installation Summary

T Instaliation Progress
U Installation Complete
Help < Back Next > Cancel
Next >
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Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 3 of 8

P
Installation Location ORACLE

FUSION MIDDLEWARE

Welcome ' Oracle Home:

Auto Updates

/scratch/Oracle /Middlewarel2213/0racle_Home

- Browse
Installation Location

Feature Sets Installed At Selected Oracle Home: | Miew
Installation Type
Prerequisite Checks

Installation Summary

Installation Progress

e e I

Installation Complete

Oracle Home may only contain alphanumeric, underscore (), hyphen (<) or dot)) characters and it must
begin with an alphanumeric character.

ﬂelp < Back Mext = Cancel

Select the same Weblogic as in Sec 6.2.1
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o Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 4 of 8

ORACLE

Installation Type o P
FUSION MIDDLEWARE

Welcome

\r pla il AL »

| NGt tisdnies Standalone Oracle Identity and Access Manager(Managed independently of WebLogic server)
@ Au

¥ P

| : ;

« Installation Location

T e #) Collocated Oracle Identity and Access Manager(Managed through WebLogic server)
- Installation Type

¥ Prerequisite Checks = Oracle Fusion Middleware 12c Identity and Access Management 12.2.1.3.0

| Installation Summan [z} Oracle Identity and Access Management

T ! OAM12.2.1.3.0

¥ Installation Progress OIM12213.0

| <

w Installation Complete = IDM FMW Dependencies

Enterprise manager Plugin for IDM 12.2.1.3.0
=l Internal Features
OPatch 13.9.2.0.0

Help Back Next > | Cancel

Next >
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Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 5 of 8

Prerequisite Checks ___(;)_f_?_@_‘_:_____l.&
FUSION MIDDLEWARE

T Welcome i

¥ Auto Updates 100%

|

¥ Installation Location .
| o Checking operating system certification
A Installation Type |

T ,ﬂ Checking Javaversion used to launch the installer
| Prerequis ite Checks |

!
I
¥ Installation Summary
|
T Installation Progress
|

Installation Complete

-Berun | Skip V| View Successful Tasks | Wiew Log

- Checking operating system centification
BChecking Java version used to launch the installer

ﬂ.el.b . < Back ﬂext:} | ﬁ:ancel

Next >
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o Oracle Fusion Middleware 12c Identity and Access Management Installation - Step 6 of 8
: ORACLE
Installation Summary plasadlet Bl is oo
FUSION MIDDLEWARE
¢ Welcome » [ Install Oracle Fusion Middleware 12c Identity and Access Management
1', Auto Updates [= Installation Location
| Oracle Home Location: fscratch/Oracle/Middleware12213/0Oracle_Home
« Installation Location S 2 ¢ =
T e Log File Location: /tmp/Oralnstall2018-06-21_08-17-37PM/install2018-06-21_08-17-37P
A Installation Type ) M.log
| P sitelCheck = Disk Space
\ Frereguisite Lhecks fe iy
T PRLEHA R L RER Required: 1719 ME
“T” Installation Summary Available: 73919 MB
 stallatiot Progr = Feature Sets to Install
~ Installation Progr
{ 0AM 12.2.1.3.0
~ Installation Complete OIM12.2.1.3.0
Enterprise manager Plugin for IDM 12.2.1.3.0
Save Response File
Select Installito accept the above options and start the installation.
To change the above options before starting the installation, select the option to change in the left pane or
use the Back button.
Help < Back k Install Cancel

Click Install to complete the installation
Running the repository creation utility (RCU)
Run below command
<ORACLE_HOME>/oracle_common/bin

rcu
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Repository Creation Utility - Step 1 of 8

g Z A R
Repository Creation Utility _ORACLE
FUSION MIDDLEWARE
Welcome *  Welcome to Repository Creation Utility 12.2.1.3.0 for Oracle Fusion Middleware.
y Create Repository The Repository Creation Utility enables you to create and drop database schemas that are required for

Oracle Fusion Middleware products.
Database Connection Details

Select Components
Schema Passwords
Map Tablespaces

Summary

e G e G S

Copyright ® 1996,2017, Oracle and/or its affiliates. All rights reserved.

Help C Next > Cancel
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Repository Creation Utility - Step 2 of 8

ORACLE

Repository Creation Utility el Ll s tcnis T
FUSION MIDDLEWARE

«

»

Welcome
P R = ») Create Repository
S\ s e Create and load component schemas into a database
Database Connection Details
Select Components » System Load and Product Load

| have DBA privileges.
Schema Passwords LVE QB PTiRiEg

Map Tablespaces
Prepare Scripts for System Load

summa Create scripts for DBA to run later

(<

Perform Product Load
System Load scripts have been run by DEBA.

Drop Repository

Remove component schemas from a database

Help < Back Next >

Cancel

Next >
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Repository Creation Utility - Step 3 of 8

ORACLE

Repository Creation Utility e
FUSION MIDDLEWARE

; Welcome )
T Database Type: Oracle Database -
/-,].r,\ Create Repository
‘F' Database Connection Details Connection String Format: (s Connection Parameters Connection String
T Select Components
T Schema Passwords
T Map Tablespaces Host Mame: mum O0apd.in.oracle.com
\r- Summary Port: 1522
Service Mame: ubsclip
Username: sYs
Paszsword: oooo..l
Role: SYSDBA a
1 RS r
Help < Back Mext = Cancel

Provide connection parameter (Oracle 12c DB) > Next

Repository Creation Utility - Checking Prerequisites

Checking Global Prerequisites
(59 Initializing repository configuration metadata '00:05.85?(55_'()
Obtain properties of the specified database 0
Check requirement for specified catabase 4]
Stop
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Repository Creation Utility - Step 4 of 8

ORACLE co-

Repository Creation Utility o P Ll i OB
FUSION MIDDLEWARE

4
» Specify a unique prefix for all schemas created in this session, so you can easily locate, reference, and
Welcome manage the schemas later.

—

s Create Repository

Summary
=[J0racle AS Repository Components

=IEAS Common Schemas
[F1Common Infrastructure Services *
[A0Oracle Platform Security Services
OUser Messaging Service UMs
[ Audit Services
[ Audit Services Append
[ Audit Services Viewer

\[,r Database Connection Details Select existing prefix:
I
| Select Components s
T i » Create new prefix: DEV1S
T achemaPasswords Alpha numeric only. Cannot start with a number. No special characters
T Map Tablespaces
Component Schema Owner

[FIMetadata Services DEV15_MDS

[ Weblogic Services * DEV15_WLS
=[EIDM Schemas

[JOracle Identity Manager 0IM

[ 0racle Access Manager DEV15_0AM

* Mandatory component. Mandatory combdnems cannot be deselected.

Help < Back Next > Cancel

Provide prefix > Next

Repository Creation Utility - Checking Prerequisites

Checking Component Prerequisites

W_ Common Infrastructure Services 00:00.110{ms)
¥ Oracle Platform Security Senvices 00:00.110{ms)
V_Oracle Arcess Manager 00:03.323(se0)
W_Audit Senvices 00:00.101{ms)
W_Audit Services Append 00:00.101(ms)
W.Audit Senvces Viewer 0000, 104{ms)
% Metadata Services 00:00.112(ms)
_V Weblogic Services 00:00.109(ms)
[

Operation completed. Click OF to continue to next page.

oK
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Repository Creation Utility - Step 5 of &

Repository Creation Utility ORACLE

FUSION MIDDLEWARE

1

v Define passwords for main and auxiliary schema users.
Welcome

—

Create Reposito #) Use same passwords for all schemas

_3

w Database Connection Details Password: I

Alpha numeric only.Cannot start with a number.
Mo special characters except: §, #,

Select Components

Schema Pass words

. .
Map Tablespaces Confirm Password: |(eseseses

e e

Summary
Use main schema passwords for auxiliary schemas
Specify different passwords for all schemas
Help < Back k MNext > - Cancel

Provide passwords > Next
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Repository Creation Utility - Step 6 of 8

Repository Creation Utility _ORACLE 8

FUSION MIDDLEWARE

» Default and temporary tablespaces for the selected components appear in the table below.
Welcome To create newtablespaces or modify existing tablespaces,use the Manage Tablespaces Button

—e

Create Reposito

__}

T Database Connection Details Manage Tablespaces
w Select Components
T Schema Passwords Component Schema Owner Default Tablespace Temp Tablespace
T Common Infrastructur... DEV15_STB *DEV15 _STB *DEV15_IAS_TEMP
W BT e ‘Oracle Platform Securi... DEV15_OPSS *DEV15 _IAS_OPSS *DEV15_IAS_TEMP
+ Summary Oracle Access Manager DEV15_0AM *DEV15_0AM *DEV15_OAM_TEMP
| Audit Services DEV15_lAU *DEV15_IAU *DEV15_IAS_TEMP
| Audit Services Append  DEV1S_IAU_APPEND *DEV1S_lAU *DEV15_IAS_TEMP
| Audit Services Viewer  DEV1S_IAU_VIEWER *DEV15_IAU *DEV15_IAS_TEMP
Metadata Services DEV15_MDS *DEV15_MDS *DEV15_IAS_TEMP
Weblogic Services DEV15_WLS *DEV15_WLS *DEV15_IAS_TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

P

Help < Back Next > Cancel

Click Next > Finish to complete installation of schemas
Configuring Weblogic Domain to use OUDSM and OAM
e  Execute the below command, to launch the Weblogic Configuration Wizard:

<Oracle_Home>/oracle_common/common/bin/config.sh

Note: Oracle_Home is the Middleware Home, which is the absolute path where Weblogic Server
is installed.

. Follow the instructions as shown below for installation:
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Welcome Screen

The Welcome screen isdisplayed > Next

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type ORACLE ‘
FUSION MIDDLEWARE ‘ )

Jw Create Domain

l Templates
Administrator Account
Domain Mode and |DK
Advanced Configuration

Configuration Summary

L What do you want to do?
Configuration Progress

(—C—€—F—€—€—¥

End Of Configuration ) Create a newdomain

Update an existing domain

Domain Location: /scratch/obdxuser/IDMlZ/user_projects/dom ains/idm1_domain Browse

Create a new domain.

Help Next > Cancel
(S

Click Next to continue.

Select Domain Source Screen
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Fusion Middleware Configuration Wizard - Page 2 of 12

=
Templates ORACLE O‘
FUSION MIDDLEWARE

Create Domain J

») Create Domain Using Product Templates:
Templates

Application Location

Administrator Account

Filter Templates:

Include all selected templates Include all previously applied templates

Daitain:Mode and IDK. Available Templates

Basic WebLogic Server Domain - 12.2.1.3.0 [wiserver] *
[v] Oracle Access Management Suite - 12.2.1.3.0 [idm]

Component Datasources | | Oracle Identity Manager - 12.2.1.3.0 [idm]

DBC Test |v| Oracle Enterprise Manager - 12.2.1.3.0 [em]
. . | | Oracle Enterprise Manager-Restricted JRF - 12.2.1.3.0 [em]
Advanced Configuration ! - . - —- -~ E

(v |Oracle Unified Directory Services Manager - 12.2.1.3.0 [oud]

Configuration Summary || Oracle Unified Directory - 12.2.1.3.0 [oud]

Configuration Progress | | Oracle User Messaging Service Basic - 12.2.1.3.0 [oracle_common]
| | Oracle JRF SOAP/JMS Web Services - 12.2.1.3.0 [oracle_common]
|| Oracle RAS Session Service - 12.2.1.0 [oracle_common]
|| Oracle WSM Policy Manager - 12.2.1.3 [oracle_common]

Py VRSP T Y ST W T T . W SR DU |

Database Configuration Type

s e e G G G G G G S |
<

Configuration

Create Domain Using Custom Template:

Help < Back Next > | Fin Cancel
R emmem——p

Select options as shown above (Do not uncheck auto selected options) > Next
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Fusion Middleware Configuration Wizard - Page 4 of 12

Administrator Account DRACLE
FUSION MIDDLEWARE

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and |DE

Database Configuration Type

Component Datasources

DEC Test MName weblogic
Advanced Configuration Password [TTTTTYT]
Configuration Summary Confirm Password | eessssss
Configuration Progress

C—i —c—)—c—c—c—c—c‘—c:—}%

End Of Configuratian

Must be the same as the password. Password must contain at least 8 alphanumeric characters with at least
one number or special character.

Help < Back Mext = Cancel

Enter domain password > Next
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Fusion Middleware Configuration Wizard - Page 5 of 12

ORACLE

Domain Mode and JDK e
FUSION MIDDLEWARE

st Create Domain

_}

Domain Mode
i Templates

, Application Location

Administrator Account

_3

Development

Utilize boot.properties for username and password, and poll for applications to deploy.

» Production

Domain Mode and JDK % i
Require the entry of a username and password, and do not poll for applications to deploy.

Database Configuration Type

JDK
» Oracle HotSpot 1.8.0_111 /scratch/softwares/java/jdk1.8.0_111

Component Datasources

DEC Test

: , Other DK Location:
Advanced Configuration

Configuration Summary

Configuration Progress

(S —C——C—€——

End Of Configuration

Help < Back Next > | i Cancel
| :
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Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type _ORACLE"
FUSlON MIDDLEWARE

Create Domain
’T\ EremtE DAy "I Specify AutoConfiguration Options Using:
Templates
/T\ »  RCU Data Manual Configuration
T Application Location
«w Administrator Account Enter the database connection details using the schema credentials corresponding to Common
T ; Infrastructure Services component in the Repository Creation Utility. The Wizard uses this connection to
T Domain Mode and JDK automatically configure the datasources required for components in this domain.
«w Database Configuration Type
| Vendor:  Oracle w | Driver: *Oracle's Driver (Thin) for Service connections; Ver... v
T Component Datasources
T DBC Test »: Connection Parameters Connection URL String
/T\ Advanced Configuration Host Name: | mumO0Oapd.in.oracle.com
Configuration Summary < -
T DEMS/Service:  ubsclip Port: | 1522
~ Configuration Progress
[ Schema Owner: | IDM12AON_STE Schema Password: eeeessese
-~ End Of Configuration
* Get RCU Configuration
Connection Result Log
Successfully Done. k =
Cllck"Next“ button to continue.
Help i j < Back Next > i Cancel

g A

Provide Database details as created by RCU previously (Use same schema prefix) > Get RCU
Configuration > Next
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Fusion Middleware Configuration Wizard - Page 7 of 12

JDBC Component Schema O[-\’ACLE ‘ )‘
FUSION MIDDLEWARE

.. Create Domain

1
Iy
!
I
I
"
T
T
s
T
I

Templates
Application Location

Administrator Account

Domain Mode and JDK

Database Configuration Type

1 Component Datasources

DBEC Test

Advanced Configuration

Configuration Summary

Edits to the data above will affect all checked rows in the table below.

Caonfiguration Progress T T T T i
nfiguration Progr Component Schema DBMS/Serwce Host Name Port Schema Owner| Schema Password

End Of Configuration | LocalSveThbl Schema | UBSCLIP 'mumo0apd | 1522 IDM12AON_ST|
wu.s Schema UBSCLIP | mum00apd 1522 | IDM12A0N_WI| esee
' ,Infrastructure | UBscLIP | mumo0Dapd 1522 IDM12AON_ 0| seseescs

|OPSS Audit Schema | UBSCLIP | mum00apd | 1522 IDML2AON_IA
OPSS Audlt Vlewer Sch UBSCLIP | mum00apd | 1522 IDM12AON_IA |
| OPSS Schema | uescLiP mum00apd l 1522 IDM12A0N_OI.

Help <”§ack i Next > VC;anceI

>Next
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Fusion Middleware Configuration Wizard - Page 8 of 12

JDBC Component Schema Test

Create Domain

Templates
Application Location

Administrator Account

Domain Mode and |DK

Database Configuration Type

— —

_ORACLE
FUSION MIDDLEWARE

N

Component Datasources

JDBC Test

Advanced Configuration

7

Configuration Summary

Configuration Progres

(—(—€—F—&—C—C—C—C—¢

End Of Configuration

Help

>Next

Status Component Schema

JDBC Connection URL

& LocalSchbI Schema
WLS Schema

&

4 1 OAM Infrastructure
& | OPSS Audlt Schema
&
@

’ OPSS Audn Vlewer Schema

v
v
v
=
=
v
v OPSS Schema

Test Selected Connections

Connection Result Log

| Component Schema=LocalSvcThl Schema

Driver=oracle.jdbc.OracleDriver

URL=jdbc:oracle:thin:@//mum00apd:1522/UBSCLIP

User=IDM12A0N_STE
Password ="
SQL Test=SELECT 1 FROM DUAL

CFCFWK-64213: Test Successful!

Oracle Banking Digital Experience Pre-Requisite Setup Manual

jdbc oracle thm @/ /mum00apd: 1522/UBSC§
1dbc oracle thm @//m'umOOapd 1522/UBSC.
| jdbc: oracle thin:@/ /mum00apd: 1522/ussc
| dbc: oracle thm @//mu um00apd: 1522/UBSC

1dbc oracle thln @//m umOOapd 1522/UBSC'
jdbc oracle thln @//m umOOapd 1522/UBSC

[

< Back Next > f 1 Cancel
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Fusion Middleware Configuration Wizard - Page 9 of 12

Advanced Configuration OQACL-E ‘
FUSION MIDDLEWARE ‘ b

Create Domain
Administration Server

DBEC Test

. Advanced Configuration

Templates
/T\ VLI ; Modify Settings
T Application Location
T Administrator Account Node Manager
T Domain Mode and |DK Configure Node Manager
T Database Configuration Type Topology
‘T Component Datasources Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence

Domain Frontend Host Capture

33

P

Configure Domain Frontend Host
Configuration Summary

—

Configuration Progress Denlopircnts.dnd Sereices

Target to Servers or Clusters

End Of Configuration

Healn < Rarle Navt ke Canral

>Change any ports if required by selecting required options > Next
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Fusion Mlddleware Configuration Wizard - Page 10 of 12

Configuration Summary ORACLG
FUSION MIDDLEWARE
/T\ Create Domain » View. |Deployment - Name Basic WebLogic Server Domain
o TEmplates = - Description Create a basic WebLogic Server do
/‘I'\ RLETIEERS | base_domain (/scratch/obdxuser/IDM12 fuser_p Author Oracle Corporation
« Application Location |El @& Server Location /scratch/obdxuser/IDM12/wiserve ™
T i 5 = (& oam_serverl
§ ministrator Account =
T = (& AppDeployment Name Oracle Access Management Suite
T Domain Mode and |DK D coherence-transaction-rar Description Oracle Access Management Server
) Database ConfiQLratidrTy e D oam_server . Authc?r Oracle Corporation A
T D state-management-provider-memi Location /scratch/obdxuser/IDM12/idm /co
T Component Datasources [] DMs Application#12.2.1.1.0
DBC Test D oamsso_logout Name‘ : Oracle Identity Direct'ory Se.rvices (|
T = [ Library Description Deploys the IDS Configuration Ul Sk
/T\ Advanced Configuration [ adf.oracle.domain.webapp.apache.} Author Oracle Corporation
@ Configuration Summary D orail8n-adf#11@11.1.1.1.0 Location /scratch/obdxuser/IDM12/idm fco
b m————" [ jsf#2.0@1.0.0.0_2-2-8 A _
] Configuration Progress D Graclewebeenter composera2 0@l Name Oracle Enterprise Manager Plug-in |
G s : 5 : Description FMW Control Plug-in for IDM
~ End Of Configuration df. le.d web 5 he.k
% adf oracle bom'am Md,:pp;:p;élz Author Oracle Corporation
2 4oracAe4 kb R & Location /scratch/obdxuser/IDM12/em /cor
D oracle.bi.composer#l1.1.1@0.1
D adf.oracle.domain.webapp.apache. Name Oracle Enterprise Manager
[ oracle.idm.uishell Description Enterprise Manager
D oracle.bi.adf.view.slib#1.0@12.2.1.7 Author Oracle Corporation
0 adf.oracle.domain.webapp.apache.b~' | |ocation scratch/obdxuser/IDM12/em /cor ™
(p P I o] || [« d >
'f‘l .A CFGFWK-40326: Invalid coherence server address.
Help < Back t Create Cancel

Click Create and then Finish to complete the configuration

Starting servers —

OouD

<ORACLE_HOME>/asinst_1/0OUD/bin - ./start-ds

OAM
<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startWeblogic.sh

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startManagedWeblogic.sh
oam_serverl
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Configuration Summary Screen
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7.2 Post-Installation Tasks

After installing and configuring Oracle Access Management, the user can perform the following
steps:

Configure your own LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

To do this, ensure that the Admin Server is running. Login to the Weblogic Console using the
following URL:

http://<hostname>:<oam_admin_port>/console
Now, go to Security Realms > myrealm > Providers

Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT and
Save the changes.

Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator
Type : IPlanetAuthenticator
Control Flag : SUFFICIENT

Click on the new OUDAuthenticator Provider and under Provider Specific tab and set the
details of LDAP where the server should point. Refer to the following table for more
information:

Property Value
Host This is the LDAP Server (OUD) Hostname
Port This is the LDAP Server (OUD) Port. E.g. 1389
Principal This is the Administrator Account name. E.g. cn=orcladmin
Credential This is the Administrator Account password.
UserBase DN This is the OUD user search base
cn=Users, dc=in,dc=oracle,dc=com
GroupBase DN | This is the OUD group search base
cn=Groups, dc=in,dc=oracle,dc=com

Click on Save to update the changes.

Click on Save and reorder the providers so that LDAP Provider gets highest priority followed
by DefaultAuthenticator.

Click Save to apply the changes and shutdown the Admin Server for restart.

Now, again restart the Admin Server using the command,
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<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startWeblogic.sh
Also, restart the OAM Managed Server (by default it is ‘oam_server1’) as mentioned below:

<Oracle_Home>/user_projects/domains/<OAM_domain>/bin/startManagedWeblogic.s
h oam_serverl

7.3 Verifying the Installation

You can perform any combination of the following tasks to verify that your installation was
successful:

= Ensure that the Administration Server and Managed Servers are up and running.

= Verifying the installation for Oracle Access Management

Log in to the Administration Console for Oracle Access Management using the following URL:
http://<hostname>:<oam_admin_port>/oamconsole

You will be redirected to:

http://<hostname>:<oamserver_port>/oam/server

When you access this Administration Console running on the Administration Server, you are
prompted to enter a user name and password. Note that you must have Administrator's role and
privileges.

Verifying the installation for Weblogic Server Administration Console

If the installation and configuration of Oracle Access Management are successful, this console
shows the Administration Server in running mode.

Verifying the installation for OUD console

http://<host>:<admin port>/oudsm

Home
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8. Configuring OBDX Application and Mobile Banking
using OAM and Weblogic

Following topics in this chapter provides detailed information on configuring OBDX Application and
Mobile Banking:

e Section 8.1, "Creating WebGate Agent on OAM Console"
e Section 8.2, “Creating Custom Login Scheme”
e Section 8.3, "Manage Application Domain and Resources"

8.1 REST API configurations for Mobile Banking (2-Legged OAuth
Flows) Creating WebGate Agent on OAM Console

Before you can use the new Oracle HTTP Server 12c WebGate agent for Oracle Access Manager,
you must register the new WebGate agent with Oracle Access Manager by using the Oracle Access
Manager Administration Console. Following are the steps to register a WebGate Agent:

Login to OAM Console.

E. g. http://<hosthame>:<oam_admin_port>/oamconsole

chatbot w (===

ORACLE’ Access Management A Federation | g§' Configuration

Launch Pad

Quick Start Wizards Access Manager 4+ ~ Agents -

Parform comman setup tasks Manage Single Sign-On Apglication Damains Mansge Single s Creste Webgate

SS0 Agent Registration Application Domains
Resource Types
Hest Identifiers

Authentication Schemes

Session Management Password Policy Plug-ins + ~

Manage Single Sign-On sessions Manags Common Password Paiicy for Single Sign-On Manage Authentication Plug-ins

Authentication Modules

Authentication Plug-ins

In the Agents block, Create Webgate.
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chatbot v
. _— . - o -
ORACL_E Access Management [&] Application Security A Federation | pff Configuration
Launch Pad | Create Webgate x ﬁ
Access Manager »
Create Webgate Apply
Use the following screen to register an OAM Agent. Before you register, ensure that at least one OAM Server is running in the same mode as the Agant to be registerad.
* N a
* Name  mum00apd.in.oracle.com Securlly (@ Opan
Simple
Deseription  mum00apd.in.oracle.com Cert
Base URL Virtual host
& Auto Create Policies
Access Client Password 1P Validation
Host Identifier mumi0apd.in.oracle.com
User Defined Parameters
e
Resource Lists
Protected Resource List Add  Delete Public Resource List Add | Delete

Relative URI Relative URI

Mo dats to dispiay

Copyright © 2000, 2017, Oracle and/or its affiliates. All rights reserved.

e Enter the hostname in Name field

e Click on Apply
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chatbot v
. P - . i =
ORACLE Access M anagement E Application Security & Federation Fo Configuration
Launch Pad S50 Agents ®x | mumO0apd.in.oracle.com x E
Access Manager >
mumbo0apd.in.oracle.com \ehgate Apply  Download
Version &AM Webgate Logout Target URL
MHame mumOQapd.in.oracle.com Deny On Not Protected
Description User Defined Parameters  URLInUTFEF onmat=tru
client_request_reiry_at
Access Client Password le:;_::fps Mt M

nactiveReconfigPerod | .
*Securily s Open . B

Simple * Sleep for (Seconds) Bl A w
e Cache Pragma Header ng-cache
State @ Enable

Disablz Cache Control Header no-cache

* Max Cache Elements 100000 | & » Debug
* Cache Timeout | Seconds) 1800 | ~ | w IF Validation

® - .
Token Validity Period - Allow Management
(geconds] il Operations
® . Allow Token Scope
Max Connections 1 - Operations
* Max Session Time Bl A w Allow Master Token
Retrieval
* Failower Threshold 1, w Allow Credential Collector
Operations
* ARA Timeout Threshold 5 A v IS Impersonation User
* Praferred Host mum0apd.in.oracle.com 115 Impersonation
Password

Logout URL

&

This creates the Webgate Agent for OAM. Download files for webgate by clicking the “Download”
button. Extract below files from zip.

cwallet.sso
ObAccessClient.xml

The wuser should copy the files from the above mentioned Ilocation to the
<WebTier_Instance_Home>/config/OHS/ohs1l/webgate/config directory and restart
OHS server instance

Note: The hostname here will be the fully qualified hostname of the server where Webgate is
installed.

8.2 Creating Custom Login Scheme

To add a Custom Login Page, go to Launch Pad on oamconsole.
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chatbot w (===
ORACLE Access Management [&) Application Security [y QEEUC CLRINFC IS,
ILaunch Pad
Quick Start Wizards Access Manager =+ ~ Agents + ~
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
5350 Agent Registration Application Domains
Resource Types

Host Identifiers
Authentication Schemes

Search and edit Authentication Schemes h

Session Management Password Policy Plug-ins + ~

Manage Single Sign-Cin sessions. Manage Common Password Policy for Single Sign- Manage Authentication Plug-ins.
On

Authentication Modules
Authentication Plug-ins

Click on Authentication Schemes from the Access Manager block.
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chatbot w ===

ORACLE Access Management L Federation 4 Configuration

Launch Pad | Authentication Schemes =

&

Access Mansger =

Search Authentication Schemes

== Create Authentication Scheme
Search for an existing Authentication Scheme or click the Create Authentication Scheme button to creste a3 new one.

4 Search

Name

Search Reset
Search Results

Actions w  View w == Create Duplicate Edit Delete 1 Detach

Row Name Description
Mo data to display.

Cogyright € 2000, 2017, Oracle andlor its affiliates. All rights reserved.

Click on Create Authentication Scheme
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chatbot w
ORACLE Access Management TR A Federstion | off Canfiguration
Launch Pad  Awthentication Schemes x | CLIPSchemeOUD12 x E
Access Manager =
OBDXLoginScheme Aythentication Scheme SetAs Default  Duplicate  Apply

An Authentication Scheme defines the challenge mechanism required to authenticate a user. Each Authentcation Scheme must also include a defined Authentication Maoduls.

* Name OBDXLoginScheme

Description  OBD¥LoginScheme

* Ruthentication Level 2 oA v
Default
* Chall enge Method FORM ¥
Challenge Redirect URL  joam/server!
* Authentication Module  |_DAP L

* Challenge URL

* Context Type

hitp:i10.180.85.136:77 78 ?module=login

external ¥

Challenge Parameters

Copyright € 2000, 2017, Cracle andior its affiliates. All rights resemed

Specify the following details:

e  Provide a name for the Scheme. E.g. OBDXLoginScheme

e  Select the authentication level as 2.

e  Choose the Challenge Method as FORM

e Enter the Challenge Re-direct URL. E.g. /oam/server

e  Select the Authentication Module as LDAP

e Enter the Challenge URL which is the actual URL of the login page.
e  Select the Context Type as External

Click on Apply to save the Scheme.
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8.3 Manage Application Domain and Resources

chatbot =
ORACLE Access Management [&] Application Security & Federation g Configuration
ILaunch Pad
Quick Start Wizards Access Manager =+ - Agents + ~
Performn common setup tasks Manage Single Sign-On Application Domains. Manage Single Sign-On agents
S50 Agent Registration Application Domains
Resource Types
Hest Iden) Search and edit Application Demains i
Authentication Schemes
‘
Session Management Password Policy Plug-ins + ~
Manage Single Sign-On sessions Manage Common Password Policy for Single Sign- Manage Authentfication Plug-ins
On

Authentication Modules:
Authentication Plug-ins

mconsole/faces/admin.jspxs

Go to Launch Pad and search for an application domain.
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Click on Applications Domain in the Access Manager tab.

chatbot w ===
ORACLE Access Man agemem_ & Federation {? Configuration

Launch Pad = Application Domain x

IF]

|Access Managed =
Search Application Domains

+ Create Application Domain
Use the saarch tool to find an existing Application Domain or click the Create Application Domain button to create 3 new one.

4 Search

Name

Search Reset
Search Results

Aotions v Wiew v 4 Create Edit 3¢ Delete I Detach

Row Name Description

Mo data to display.

Copyright @ 2000, 2017, Oracle and'or its affilistes. All rights reserved.

es/admin.jspxsE

Click on Search
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chatbot » ===

ORACL E' Access Management £ Federation  of' Configuration

Launch Pad | Application Domain = ﬁ

Looess Manager =

Search Application Domains = Create Application Domain
Use the search tool to find an existing Apglication Domain or click the Create Application Diomain button to create a new one.

4 Search

Name

Search  Reset

Search Results

Actions v Wiew v = Create Edit 3 Delete Detach
Row Name Description
1 Fusion Apps Integration Policy cbjects enabling integration with Oracle Fusion Apglications
2 AN Suite Policy objects enabling 0AM Agent to protect deployed |AM Suite applications
3 mumOdapd.in.oracle.com Apglication Domain created through Agent Registration
4  obdeohs.in.oracle.com Apglication Domain created through Agent Registrafion
5  ofsz210&38.in.oracle.com Apglication Domain created through Agent Registration
B =sdsie-‘ap.in.oracle.com Apglication Domain created through Agent Registration

Copyright € 2000, 2017, Oracle andior its affiliates. Al rights reserved.

aces/admin.isous

Click on the Domain Name you want to configure.
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ORACL E Access Management

Launch Pad  Application Domain » | mum00apd.in.oracle.com x

|fzcess Managed =

mum00apd.in.oracle.com Application Domain

Application Domain provides 2 logical container for resources or sets of resources, and the sssociated policies that diciste who can scoess specfic protecied resources.

Summary = Resources  Authentcation Policies  Authorization Policies Token Issuance Policies

* Name mum0apd.in.oracle.com

Description Apphcation Domain created through Agent Registration

* Session ldle Timeout [minutes) 0| &

Allow OAuth Token
Allow Session Impersonation

Enable Policy Ordering

Copyright € 2000, 2017, Oracle andlor its affiliates. All rights reserved.

es/admin.jspx

Click on the Resources Tab
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_— s
[} Cuse dcres Vesgen: ;

€ 2 € ) runeoth ok com TT0L sanrconio

Yates/acbénjspe!_afl oope 541 ZSIEER2I84E_aithindowbode=t8_stWisdowh] waulle st state= 1 53qrpaivn aYy: 0=
-_ee
OR " Actiss Meragement
Lot Pa0  Apotumen Do - memiileom mosctoon o i
ek Mg

murmOdaom in oracle com ke Do

Aol Domum rovoen § CRCH COTIRA 5 THSGION o W f TIoRt. 400 S BRSO jiom S SEtaly o SO NI TAC JNENE IAOCEI

Doy Bosmaoed  bemane Foiom  wbomute Puon  Towe s Fake  AMewstone

(b B seanch Joovs it e = e o
4 Search
Pesoatsr Tppe 1TTP . ey Ty
Sout et Astar e Foboy .
ReecaTe Aesmnares Foloy .
ot v
Searet Raaum
e e 4 lwm Wk M x ek
e P it o (R0 Omry vy Awtcabcn Pokcy  Mateasten Poicy
e
¢ ) +
olete b 2

Coppry W30 ST Grase st weme 41 gt wweee

e ——

Click on Search

'
Search Reaults
Artong w View w o= Creale gz la b Dbl = Datach

Raw ?::""" Mot Idemilfior  Hasounca LIRL Guary Swing

1 HTTP mumdanmin L

Muithenilcailon Posicy  Autharization Policy

Prokéciad Resource Poity  Prolisied Resowrse Poicy
Columng Hiddan 2

Search Results will show an entry for Resource URL as /** which is Protected.

Select the Resource entry and Click the Edit option.
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P 1) Oeache Access Marage: %
& C | @ mumooacn

mumOlaom.in.oracle.com:*“:All memice Duptcoe  Apphy

r« OO0

QRS T ARBLUNCE | DOLURNE O o @ SRV AL (R Lre URLS Meed nOtoe aftuy

U 06 0000100 50060 1 Galne & Resocre and D URL prats Tat Wy S0 O
RY), 03 3 hast OrEfer TSI e SNDUE I0MNS 0NN

ATMAS DITANG. Dt N COMBNALEN 0F 3 resowte URL. Cuery Sav

Ty

Descriptan

" Heat iuntiter  mondOacmine Q

4 Un
* Rasoerce URL ~
Cuoty o niame Vinlem ine Shep
Query + X
Name Value
ho Duats o Oaplay
4 Cperations
" Opsratons Avelatle & A
¥ CONNECT
¥ OPTONS
@ POST
-
.o
4 Prowcton

" Protection Level  Urpaaieisg ¢
Adttwrticstion Polcy  Publc Resouss Prixy v

Aumorzation Pokcy  Putéc Resoute Poiky @

Copyright © 2000, 2015, Orac andicr s sfSetes Al G reasrend

Modify the values of Protection Level, Authentication & Authorization Policy as shown.
Click on Apply to save the changes.

Click on the Create Icon
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Access Manager =

Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need not be unique across
demains, but the combinatien of a resource URL, Query String, and a host identifier must be unique across domains.

*Type A\

Description

* Host Identifier

A Uri

* Resource URL

4 Qperations

Operations Available @& Al

4 Protection

* Protection Level v

Authentication Policy ¥

Authorization Policy ¥

Specify the following values for each of the fields respectively:

Type: The HTTP type is the default; it covers resources that are accessed using either the
HTTP or HTTPS protocol. Policies that govern a particular resource apply to all operations.

Select Type HTTP
Description: An optional unique description for this resource.

Host Identifier: A list of host identifiers is available, which contains all identifiers that were
defined as a shared component. You must search and choose a host identifier to assign this
resource.

Resource URL: The URL value must be expressed as a single relative URL string that
represents a path component of a full URL. For example, /pages/*

Operations: Select the required Operation from the table.

Protection Level: Select the Protection Level from the dropdown as per the table.

Authentication Policy: Select the required value from the dropdown.

Authorization Policy: Select the required value from the dropdown.

Click on Apply to add the resource.
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Perform the above steps to add the URLs listed in the table below:

Resource URLs Operations Protection Authentication
Level Authorization Policy
[** ALL Unprotected Public Resource Policy
/pages/* ALL Protected Protected Resource
Policy
/oam/pages/consent.jsp ALL Protected Protected Resource
Policy
/digx/vl/locations/branches/* GET Excluded -
/digx/v1l/locations/atms/* GET Excluded -
/digx/vl/locations* GET Excluded -
/digx/vl/mobileClient/verify ALL Excluded -
[...1%.js ALL Excluded -
/oauth2/rest/approval ALL Protected Protected Resource
Policy
/oauth2/rest/** ALL Excluded -
Joam/** ALL Excluded -

Mapping Login Scheme to Application Domain

Navigate to Authentication Policy Tab > Protected Resource Policy > Select the scheme > Apply
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chatbot w  =s=

ORACLE Access Management £ Federation 4" Configuration

£ PSchemeQUD12 »x OBDXLoginScheme x  Application Domain %  obdxohs.in.oraclecom x | obdxohs.in.oracle.com:P.. x - ﬁ

Ancess Manager =

Protected Resource Policy Authentication Policy Duplicate  Apply

Authentication Policy defines the type of verification that must be performed to provide 3 sufficient level of trust for Azcess Manager to grant acoess to the user making the request. A single
policy can be defined to protect one or mare resources in the Application Domain.

*Name  Protected Resource Pol iy Success URL

Description  Policy s=t during domain creation. Add reso| Selact the challenge mechanism required to
policy to protect them. authenticate the user.

DAM10gScheme A
AdaptiveduthenticationScheme ~
AnonymousScheme

BasicFAScheme

BasicScheme
BasicSessionlessSchama
CLIPSchemeQUD12

Resources | EssOProvAuthnScheme
FAAdminLocalScheme

* Authentication |
Scheme

Resources | Ras

Resource Ty o nthScheme Query String

HTTP FederationMTScheme bpagesic -
FederationScheme

HTTF KerberosScheme E=ntjzo
LDAPNoPasswordValidationSchame

ATTR LDAPSchems roE

HTTP LOARSchemeOUD12

Mobile350-0Auth

DAM1 DgScheme
DAMAdminConsolaScheme
QAMLDAPPluginAuthnSchems

Gopyright © 2000, 2017, Oracle andlor ts afliates. AllighisL S B L ALCginScheme

Select the entry UserldentityStorel, under OAM ID Stores and Click the Edit option.
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Home

Section 8.4, “REST API configurations for Mobile Banking (2-Legged OAuth Flows)”

OBDX Mobile application user OAuth for API Based login. Clients are defined in OAM and the same
are mapped to access points in OBDX.

To define OAuth Clients in OAM, invoke below REST APIs as OAM does not provide a screen to
define the OAuth client. OAM Admin console credentials are required to invoke these APIs.

Domain Creation —

http://mum0O0aon.in.oracle.com:8001/oam/services/rest/ssa/api/vl/oauthpolicyadmin/oauthidentitydomain

Headers —

Authorization: Basic <Base64 of uid:pwd>
Content-Type: application/json
1. Mobile App
{
"name": " OBDXMobileAppDomain ",
"tokenSettings": [{
"tokenType": "ACCESS_TOKEN",
"tokenExpiry": 300,
"lifeCycleEnabled": true,
"refreshTokenEnabled": true,
"refreshTokenExpiry": 864000,

"refreshTokenLifeCycleEnabled": true

1]
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2. Siri
{
"name": " OBDXSiriDomain ",
"tokenSettings": [{
"tokenType": "ACCESS_TOKEN",
"tokenExpiry": 300,
"lifeCycleEnabled": true,
"refreshTokenEnabled": true,
"refreshTokenExpiry": 864000,
"refreshTokenLifeCycleEnabled": true
1
}
3. Wearable
{

"name": " OBDXWearDomain",
"tokenSettings": [{
"tokenType": "ACCESS_TOKEN",
"tokenExpiry": 300,
"lifeCycleEnabled": true,
"refreshTokenEnabled": true,
"refreshTokenExpiry": 864000,

"refreshTokenLifeCycleEnabled": true
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1]
}
4. Snapshot
{
"name": "OBDXSnapshotDomain",
"tokenSettings": [{
"tokenType": "ACCESS_TOKEN",
"tokenExpiry": 300,
"lifeCycleEnabled": true,
"refreshTokenEnabled": true,
"refreshTokenExpiry": 2592000,
"refreshTokenLifeCycleEnabled": true
1
}

Resource Server:
http://mumO00aon.in.oracle.com:8001/oam/services/rest/ssa/api/vl/oauthpolicyadmin/application
Headers —

Authorization: Basic <Base64 of uid:pwd>

Content-Type: application/json

Oracle Banking Digital Experience Pre-Requisite Setup Manual 139



Configuring OBDX Application and Mobile Banking using OAM and Weblogic

1. Mobile App

"name": "OBDXMobileAppResServer",
"description": "Resource Server for Mobile",
"scopes": [{

"scopeName": "OBDXLoginScope",

"description": "OBDXLoginScope"

b
{
"scopeName": "ValidateDeviceScope",
"description": "ValidateDeviceScope"
1,

"tokenAttributes": [],
"idDomain": "OBDXMobileAppDomain",

"audienceClaim": {}

2. Siri

"name": "OBDXSiriResServer",
"description": "Resource Servcer for Siri",
"scopes": [{

"scopeName": "ValidateDeviceScope",

"description": "ValidateDeviceScope"

1,
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"tokenAttributes": [],
"idDomain": "OBDXSiriDomain",

"audienceClaim": {}

}
3. Wearables
{
"name": "OBDXWearResServer",
"description": "Resource Servcer for Wearables",
"scopes": [{
"scopeName": "ValidateDeviceScope",
"description": "ValidateDeviceScope"
1,
"tokenAttributes": [],
"idDomain": "OBDXWearDomain",
"audienceClaim": {}
}
4. Snapshot
{

"name": "OBDXSnapshotResServer",
"description": "Resource Servcer for Snapshot",
"scopes": [{
"scopeName": "ValidateDeviceScope",
"description": "ValidateDeviceScope"
1,
"tokenAttributes": [],
"idDomain": "OBDXSnapshotDomain",

"audienceClaim": {}
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Clients:

http://mum00aon.in.oracle.com:8001/ /oam/services/rest/ssa/api/vl/oauthpolicyadmin/client
Headers —

Authorization: Basic <Base64 of uid:pwd>

Content-Type: application/json

1. Mobile App

"attributes": [],
"secret": "welcomel",

"id": "2d79e939e0424mobapp8e5fab436fh5581",

"scopes": ["OBDXMobileAppResServer.ValidateDeviceScope",
"OBDXMobileAppResServer.OBDXLoginScope"],

"clientType": "CONFIDENTIAL_CLIENT",
"idDomain": "OBDXMobileAppDomain",
"description": "OBDXMobileAppDomain",
"name": "OBDXMobileAppClient",

"grantTypes": ["PASSWORD", "REFRESH_TOKEN"],

"defaultScope": "OBDXMobileAppResServer.ValidateDeviceScope",
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"redirectURIs": [{

"url": "http://localhost:8080/Sample.jsp",
"isHttps": false

1]

2. Siri

"attributes": [],
"secret": "welcomel",
"id": "2d79e939e0424sirichat8e5ab43fb5591",
"scopes": ["OBDXSiriResServer.ValidateDeviceScope"],
"clientType": "CONFIDENTIAL_CLIENT",
"idDomain": "OBDXSiriDomain",
"description": "OBDXSiriDomain",
"name": "OBDXSiriClient",
"grantTypes": ["PASSWORD", "REFRESH_TOKEN"],
"defaultScope": "OBDXSiriResServer.ValidateDeviceScope",
"redirectURIs": [{
"url": "http://localhost:8080/Sample.jsp",
"isHttps": false

1]

3. Wearables

"attributes": [],

"secret": "welcomel",

"id": "2d79e939e0424wearable8e5ab43fb5591",
"scopes": ["OBDXWearResServer.ValidateDeviceScope"],
"clientType": "CONFIDENTIAL_CLIENT",

"idDomain": "OBDXWearDomain",

"description": "OBDXWearDomain",
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"name": "OBDXWearClient",
"grantTypes": ["PASSWORD", "REFRESH_TOKEN"],
"defaultScope": "OBDXWearResServer.ValidateDeviceScope",
"redirectURIs": [{

"url": "http://localhost:8080/Sample.jsp",

"isHttps": false

1
}
4. Snapshot
{

"attributes": [],
"secret": "welcomel",
"id": "2d79e939e0424snapshot8e5ab43fh5591",
"scopes": ["OBDXSnapshotResServer.ValidateDeviceScope"],
"clientType": "CONFIDENTIAL_CLIENT",
"idDomain": "OBDXSnapshotDomain",
"description": "OBDXSnapshotDomain",
"name": "OBDXSnapshotClient",
"grantTypes": ["PASSWORD", "REFRESH_TOKEN"],
"defaultScope": "OBDXSnapshotResServer.ValidateDeviceScope",
"redirectURIs": [{
"url": "http://localhost:8080/Sample.jsp",
"isHttps": false

1}

8.4 Creating the Attributes, Object Class, Users, Groups and Adding
Optional Attributes on LDAP Server

1. To create Groups

e Copy the “groups.ldif” file from <OBDX BASE Installer zip>installables/oud directory to a
location on the server where OUD is installed and switch to the following directory:

cd <Oracle_Home>/Oracle_OUD1/bin
¢ Now, execute the below command:

Jldapmodify -h localhost -p <ldap_port> -D "ldap_user" -w
<ldap_password> -a -f <file_location>/usergroup.ldif

OR (using SSL)
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Jldapmodify -h  localhost -p <ldap_port> -D  "ldap_user" -w
<ldap_password> -a -f <file_location>/usergroup.ldif --useSSL

e Login to OUDSM Console. E.g. http://<hostname>:<port>/oudsm and under the Data
Browser tab check if the groups are created.

Unified Directory Services Manager Open Connections v | Accesshilty v | Help | ResstSession (O

Directory Manager | Topology Manager

Directory Connections | 3 OUD x =]

@ Home %2 DataBrowser &0 Advanced Search 4% Configuration g% Schema @, Security | &4 Metrics

@ Network Group | neswork-group ¥

T2 DataTree | O} Search

verr F-BZ/XBRL TS >

cle.de=com

2. To create User and mapping it to the Group

e Login to ODSM Console using required credentials. Post login you should see below screen.

E.g. http://<hostname>:<port>/oudsm.

e Under the Data Browser tab, click on the Add icon
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Unified Directory Services Manager

Directory Manager | Topclogy Manager

Directory Connections ouD

{81 Hom= t: Data Browser &d Advanced Search g}‘ Configurstion | &% Schema {i_'_, Security | &g Metrics

(EJ Metwork Group | network-group ¥
T2 Data Tree '% Search

- R/ %R T FS »
Entry User Entry
— ::‘;F Group Entry 3
@ c Domain Entry
. Organization Entry
Organization Unit Enbry
E Country Entry

@< Collective Attribute Subentry

Entry

e Select User Entry from the list.
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Unified Directory Services Manager

Open Connections »
Directory Manager | Tepclogy Manager
Directory Gonnections || [13] 0D &
@) Home | 72 DataBrowser =& Advanced Ssarch | 45 Configurstion || g8 Schema | @, Security | &g Metrics
Create new User ent Refresh | Create || Cancel
@ Metwork Group | network-group k] Y
*Required
12 DataTree O Search =
views [ - 4 oy R ) » (@ nformation
You have unsavad changes.
@ * Parent Entry n=Users,de=in.dc=cracle.de=co | 4 Select @ = RON Attribube(s] User 0 =
@ cn=Retailser Basic User Information
G en=CLIPSubEntry
@ on=Usars
@ *Common Name  superadmin @ %UserD  superacmin
4
User Name Title i
First Nama Email
@ = Last Name admin Mobile
Initials
B3 Upload
Organizational Information
Department Number Labeled URL @ User Password
Description Manager Q, select Secratary Q select
Employas Numbar Organization See Also Qselet ~
L3
About Privac
e Now, uncheck Common Name from the RDN Attributes dropdown list.
)

And, Check the User ID Attribute checkbox.
Add the values in the mandatory fields Common Name, Last Name, User ID and User
Password.

Click on Create and the user entry will be created.
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Directory Manager | Topology Manager
Directory Connections | [15) 00U x

@) Home %2 Data Browser &0 Advanced Search 49 Configuration

@ MNetwork Group | netwark-graup ¥
2 DataTree | Q search

vewr B-RB/RGRTPES »
Entry
[ Root
@ de=in o

i en=CorporateUser
i en=Retailliser
[ en=CLIPSubEntry
& en=Usars

Configuring OBDX Application and Mobile Banking using OAM and Weblogic

& Schema | @, Security | b Metrics

4 uvid=superadmin

@ tnformation
You have unsaved changes.

c=oradle,dc=com

Distinguished Name wid=superadmin.cn

Created by cn=orcladmin Maodified by
Created at March 19, 2018 1:32:14 PM IST Modified at June 21, 201

Internal Client,cn=Roat BNs,cn=config
51PM IST

UserPage | Attributes

User Details:

Basic User Information

* Common Name | superadmin superadmin

@ User Name Title

First Name Email

“LastNasme  superadmin kil
Initials

Organizational Information

Refresh || Apply || Revert
*Required
£
R
(3 Upload

¢ Now, expand the Groups tab.

e Select Administrator Group.

¢ Expand Member Information and click on Add button.

o Enter the entry of the user created in the previous steps.

Unified Directory Services Manager

Directory Manager | Topoloy Manager
Directory Connections ~ [i3] OUD x

@) Home 2 DataBrowser | &3 Advanced Ssarch | 4B Configuration

@ Network Group | network-group ¥
e DataTree | @ Search

venr R-B2ARGRTFED »
Entry
[ Roat
@ de
% cn=Groups
@ cn=Administrator
) cn=CorporateUser
) cn=Retailliser
[ en=CLIPSubEntry
4 cn=Users

 de=aracie de=com

& Schema | L Security | &g Metrics

& cn=Administrator

Distinguished Name dministrator, cn=Groups,dc=in,dc=oracle,dc=com
Created by en=orcladmin Madified by
Crested at March 17, 2018 10:4 PM IST Modified at

reladmin
= 19, 2018 11:11:36 AM 15T

Group Page | Attributes

uid=sdadmin,
uid=sdadminchk.cr
uid=sdadminmal
uid=shankadmin
uid=sjadrmin, cn=usars,de=in,de=

uid=skadmin,; gers.d

uid=srkadmin,cn=
uid=superadmy
uid=suparzdm
uid=superadmy

uid=suparadm

uid=thishykjyh,cr
uid=trtyrtrrttrrt.c
uid=vfhbihafbh,

uid=zaazaa,cn=users, de=oracle, de=com

Q, select
Q, sal=ct
Q, sel=ct
Q, sal=ct
Q, sel=ct
Q, sal=ct
Q, sel=ct
Q Select
Q, sel=ct
Q select
Q, sel=ct
Q select
Q, sel=ct
Q select
Q, sel=ct
Q select
Q, sel=ct
Q selzct
Q, sel=ct

Help Reset Session ()

Refiesh | Apply | Revert
*Required
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e Click on Apply to save the changes.

Home
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9. Oracle Business Intelligence Publisher Installation

To install Oracle Business Intelligence Installation click here.

Home
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